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Jlara BBeieHus B yaeOHbIN miporecc Yil'Y: « 01 » 09 2020 r.
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®OC akTyanmsmpoBaH Ha 3acegaHunu Kadeapsbl: npotokon Ne 13 ot 11.05.2022 .
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®OC akTyanmsmnpoBaH Ha 3acegaHnun Kapeapsbl: npotokon Ne 10 ot 15.04.2024 .
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VY bSHOBCKHI FOCYJapCTBEHHBIH YHUBEPCUTET

®-Paboyas mporpaMma 1o JUCHHUIUINHE

1. HEJIM U 3AJJAYHU OCBOEHMUS TUCHUIIJINHBI

Ilesiu ocBOeHMS TMCIUITTUHBI:

OcHoBHOM IECJIBIO OCBOCHUA NJUCIHHUIIIINHBI «be3onacHOCTL cUCTEM 63.3 JaHHBIX» ABJISACTCA
dbopMHUpOBaHKE y CTYICHTOB 3HAaHUH M YMEHHI 1o padoTe ¢ 6azamu

3agaum 0CBOEHUS] TUCHUIINHBI:

- IPUHIUIIBI TPOCKTUPOBaHMS CTPYKTYp b/l Ha ocHOBE pensIMOHHON anreOpsl U MeToAa
ER-nmuarpamm;

- OCBOMUTH OCHOBBI TIOCTPOEHUS PEISIIUOHHBIX 0a3 JaHHBIX;

- MIOJTYYUTh HaBBIKH OCHOB si3bIka SQL U BBITIOJHEHUSI OCHOBHBIX OIEpaIUil ¢ TaOIUIaMu
¢ moMouIkpto onepatopoB SQL.

2. MECTO JUCHOMIIJIMHBI B CTPYKTYPE OIIOII BO

JucuumumHa «be3omacHocTh cucteM 0a3 JaHHBIX» M3ydaeTcss B 6 M 7 ceMmecTpax u
OTHOCUTCI K 0a3oBoil wvactu gucimiuimH Omoka bl.b  cmemmamsmoct  10.05.03
"UudopmannonHas 6€30MacCHOCTh aBTOMAaTH3UPOBAaHHBIX CHCTEM .

Kypc yueOHON OUCHMIIUHBI TECHO YBSI3aH C JAPYTUMHU y4€OHBIMU JTHUCUUIUIMHAMU, B
nepByto ouepens ¢ kypcamu «MHopmarukay, «OTKpBITEIE HHPOPMAIMOHHBIE CHCTEMBD),
«be30ImacHOCTh OnepanuoOHHbIX CUCTEM», «OCHOBBI HH(OOPMAITMOHHOW 0€30MaCHOCTHY, «SI3bIKH
MPOrPaMMHUPOBAHHUS, TTO3BOJISIOMIMMU MOHATH CYITHOCTh METO/BI oOecrieueHus 0e30MmacHOCTH
0a3 Ja”HHBIX

JIist OCBOEHMSI AMCHMIUIMHBL CTYACHT JIOJKEH MMETh CIIEIYIOLIUE «BXOJHBIC» 3HAHUA,
YMEHHUSI, HABBIKU U KOMIIETCHIINU:

3HaHHE O0a30BBIX MOHATHH B 00MacTH WHGPOPMATUKU, BBHIYUCIUTEILHOM TEXHUKH H
06e30macHOCTH HHGOPMAITIH;

CIOCOOHOCTH MCIOJIh30BaTh HOPMATUBHBIE TIPABOBBIC JOKYMEHTHI;

CIIOCOOHOCTH aHATM3UPOBATH TPOOIEMBI U MTPOIIECCHI;

CIIOCOOHOCTh HCIIOJIb30BATh OCHOBHBIE 3aKOHBI ©CTECTBEHHO-HAYYHBIX JUCIUIUIHH,
MPUMEHSTh METO/Ibl MATEMAaTHYECKOTO aHAIN3a U MOACITUPOBAHUS.

OCHOBHBIE TOJIO)KEHHUS! JUCHMUIUIMHBI HCIHOJIB3YIOTCS B JaJbHEHIIEM MpU U3YYECHUU
TakKUX JUCHUIUIMH Kak: «be3omacHocTh cereit OBM»; «Pa3paboTka W 3KCIUTyaTamms
3aIUIIEHHBIX aBTOMATHU3UPOBAHHBIX CUCTEM»; «be30MmacHOCTh OTKPBITHIX MHGOPMAIMOHHBIX
CUCTEM.

®dopma A Crpannna 2u3 36
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3. HEPEYEHD IIVTAHUPYEMBbIX PE3YJIbTATOB OBYUYEHUSA
IO AMCIUMIIVIMHE (MOYJI10), COTHECEHBIX C IINTAHUPYEMbBIMH
PE3YJbTATAMHU OCBOEHHS OBPA3OBATEJBbHOM ITPOT'PAMMBI

[Ipomiecc wm3yueHus AUCHUIUIMHBI HaAmpaBieH Ha (OPMHPOBAHUE CIEIYIONMINX
KOMIIETEHIINN:
Kon )/ | HanMeHoBaHue | [lepeyeHb MUIAHUpPYEMBIX Ppe3yJbTATOB OOY4YeHHS] 110

peaiu3yeMoi KOMIIeTeH UM

AUCHUIIAHE (MOIYJII0), COOTHECEHHBIX ¢ HHIANKATOPAMH
JOCTHKEHHUsI KOMIeTEeHIHii

1 2
OIIK-3 - cnocoGHOCTBIO | 3HATH:
IIPUMEHSTh S3bIKH, CHCTEMBI | SI3bIKM,  CHCTEMbl M HMHCTPYMEHTAJbHBIE  CPEICTBA
U HHCTPYMEHTAJIBHBIE Cpel- | IPOrpaMMHUpPOBaHUS
CTBa IIPOrPAMMHUPOBAHUSA B | YMETh:

pe3yjibTaTaM  BBIIIOJHCHHBIX
pabot

npodeCCHOHATLHON NPUMEHSTH SI3BIKH, CUCTEMbl U WHCTPYMEHTAJIbHBIC CPEICTBA
JeSTeNbHOCTH MPOrpaMMHUPOBAHUS B MPO(EeCcCHOHATLHOMN NeATeTbHOCTH
Baanern:
HABBIKAMU IPUMEHEHUS S3BIKOB, CUCTEM M MHCTPYMEHTATbHBIX
CpeAcTB IPOTPaMMHUPOBAHUS B npodheCCHOHATEHON
JIESITENIBHOCTH
I[IK-6 -  cmocoOHoCcThIO | 3HATH:
MPOBOJUTH  aHAJIW3, TPEH- | pemieHus 1o obecrnedueHnio A()PEKTUBHOTO TPUMEHEHUS
maratb W OOOCHOBBHIBATh | aBTOMAaTU3MPOBAHHBIX CHCTEM B cdepe NpodecCHOHATHHOM
BBIOOp pemeHuid 1o o0e- | AesATeIbHOCTH
CIICYCHUIO a3 dexTuBHOrO | YMETh:
MIPUMECHCHHUS aBTOMa- | IPOBOAWTh AaHANW3, Mpeaaratb M O0OOCHOBBIBATH BHIOOD
TU3UPOBAHHBIX CHUCTEM B | pemieHUH 10 obecreuyeHn0 3(PGEKTUBHOTO MPUMEHEHUS
chepe  mpodeccroHaTHHON | aBTOMATU3UPOBAHHBIX CHCTEM B cdepe mnpodeccHoHaTbHON
JeSTEeTbHOCTH JeSITeTbHOCTH
Baaners:
HaBBIKAMU TIPUMEHCHHUS aHalM3a W  BBHIOOpA PEIICHHH M0
00ecrneveHuIo 3¢ (heKTUBHOTO MPUMEHEHUS aBTOMa-
TU3UPOBAHHBIX CcHCTeM B chepe mpodeccruoHamTbHON
JIESITENIBHOCTH
I[IK-7 -  cmocobHOoCThIO | 3HATH:
pa3pabarbIBaTh HAYYHO- | HAyYHO-TEXHUYECKYI0  OKYMEHTAIMI0  OTYEThl, 0030pHI,
TEXHUYECKYI0  JOKYMEHTa- | MyOJIMKAINH 110 Pe3yIbTaTaM BBIMOJTHEHHBIX PaboT
U0, TOTOBUTh  HAy4YHO- | YMeTh:
TEXHUYECKHE OTYEThI, 0030- | pa3padaThiBaTh HAYYHOTEXHUYECKYIO JIOKYMEHTAITHIO,
pHI, myOUKanuu M0 | TOTOBUTh HAYYHO-TEXHHYECKHE OTUETHI, 0030pBI, MyOIHKAIIUN

0 pe3yJbTaTaM BHITIOJIHEHHBIX paboT

Baanern:

HaBBIKAMH ITPUMEHEHUS] HAyYHOTEXHHYECKOH JTOKyMEHTAllNH,
HAaYYHOTEXHUYECKUX OTYETOB, 0030pOB, NyOIMKAaUUH 110
pe3ysbTaTaM BBIIOJTHEHHBIX paboT

dopma A
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POBAaHHBIX CUCTCM

1 2
IIK-8 - CIIOCOOHOCTEIO | 3HATH:
pazpabaTbiBaTh U  aHAM- | IPOCKTHBIE pEIIEHUS 1O O0ECIeueHuI0 0e30MacHOCTH
3MpOBaTh MPOCKTHBIC pEIle- | aBTOMATU3UPOBAHHBIX CHCTEM
HUSA 1) obecreyeHnio | YMerThb:
0€30MacHOCTH  aBTOMATH3H- | pa3padaThiBaTh W AHAIM3UPOBATH IPOCKTHHIC PEIICHUS I10

o0ecreyeHnIo 6e30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEM
Baanern:

HaBbIKAMM  IPUMEHEHUS  IPOCKTHBIX  pELICHUU
obecreueHni0 6€30MaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM

1o

I[MIK-9 -  cmocoOHOCTHIO
y4acTBOBaTh B pa3paboTKe
3alIUIICHHBIX aBTOMAaTHU3U-
pOBaHHBIX cucTeM B cdepe

3HaTh:

OCHOBBI Pa3pabOTKH 3alIUIIECHHBIX aBTOMATU3MPOBAHHBIX
cucteM B chepe mpodeccHoHaTBHON AeSITENLHOCTH

Ymersb:

npodeccroHanbHOM y4acTBOBaTh B pa3paboTke 3alWIIEHHBIX AaBTOMATH3U-
NesITeIbHOCTH POBaHHBIX cUCTEM B cdepe mpodeccnoHanbHOM 1eTeNbHOCTH
Baaners:
HaBbIKaMU MIPUMEHEHUS pa3paboTok 3aIUIICHHBIX
ABTOMATU3UPOBAHHBIX CUCTEM B cdepe mpodeccrnoHabHON
JeSITEIbHOCTH
[IK-24 -  cnoco6HocThIO | 3HATH:
obecnieunth  dpdexTuBHOE | UHYOPMAIIMOHHO-TEXHOIOTHUECKUE pecypcbl aBTOMa-
MIPUMEHEHHE nH(popMa- | THBUPOBAHHON CHUCTEMBI C Y4YeTOM TpeOoBaHUN HH(OpMa-
LIMOHHO-TEXHOJIOTUYECKUX IIMOHHOM 0€30MacHOCTH
pecypcoB ABTOMATHU3HUPO- | YMeTh:
BaHHOI cucTeMbl C yueToM | 3pPEeKTUBHO MPUMEHATh HHOOPMALMOHHO-TEXHOJIOTHYECKHE
TpeboBaHU uH(popMa- | pecypchl  aBTOMAaTHU3MPOBAHHOW  CHUCTEMBI C  yYETOM
IUOHHOM 0€30MmacHOCTH TpeboBaHMi HTHGOPMAITMOHHON O€30MTaCHOCTH
Baaners:

HaBbIKaMH  3(PGEKTHBHOTO TPUMEHEHUS WHOOPMAIMOHHO-
TEXHOJIOTMYECKUX PECYPCOB aBTOMATU3UPOBAHHOM CHUCTEMBI C
y4eToM TpeOOoBaHMI MHGOPMAIITMOHHON 0€301TaCHOCTH

I[IK-25 -  cmocoGHOCTHIO
obecrieunTh  APPEKTUBHOE
MPUMEHECHHE CpencTB
3amuUTel  WHGOPMAIMOHHO-
TEXHOJIOTHYECKUX PECypCOB
aBTOMAaTU3UPOBAHHOMN

CHCTEMBl M BOCCTaHOBJICHUE
UX paboTOCIOCOOHOCTH TPH
BO3HUKHOBCHUHU HEIITATHBIX

CUTyaluit

3HaTh:

cpeacTBa 3aIUTHI MH(POPMAIIMOHHO-TEXHOJIOTHYECKUX
pecypcoB aBTOMAaTH3MPOBAHHON CHCTEMBI U BOCCTAHOBIICHHE
UX paboToCcnOocOOHOCTM TPHU BO3HUKHOBEHMM HEHITATHBIX
CUTYyalHil

Ymers:

3(pPEeKTUBHO TPUMEHEHATh CpPEACTBA  3alUTHl  HHGOP-
MaIlMOHHO-TEXHOJIOTHYECKHX PECYpPCOB aBTOMATH3UPOBAHHOM
CHUCTEMBl M BOCCTaHOBJIEHHE HUX PabOTOCIMOCOOHOCTH TMPH
BO3HUKHOBEHHH HEIITATHBIX CUTYaIUil

Baaners:

HaBbIKaMU A(P(GEKTUBHOTO MPUMEHEHHs] CpPEACTB 3aIIUThI

UH(POPMALIMOHHO-TEXHOJIOTHYECKUX ~ PECypcoB  aBTOMAaTH-
3UPOBAaHHOU CHCTEMBI u BOCCTaHOBJICHHE 170
paboToCcrocOOHOCTH  TpH  BO3HUKHOBEHHUH  HEIITATHBIX
CUTYyalHil

dopma A
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1 2

I[IK-26 -  cnoco6HocThIO | 3HATH:

aIMUHUCTPUPOBATH noAa- | BoamoxuocT aIMUHUCTPUPOBAHUS MOJACUCTEMBI

cucteMy HH(POPMAMOHHOHN | MHPOPMAIIMOHHOW  0€30MacHOCTH  aBTOMAaTH3MPOBAHHOU

0€30MacHOCTH  AaBTOMATHU3H- | CUCTEMBI

POBAHHOM CUCTEMBI Ymern:
aIMUHUCTPUPOBATH MOJICUCTEMY uH(OPMAIMOHHON
0€30MacHOCTH aBTOMaTU3UPOBAHHOMN CHUCTEMBI
Baaners:
HaBbIKAMH aMUHUCTPUPOBAHMS MTOJACUCTEMBI
UHPOPMALIMOHHOM  0e30macHOCTH  aBTOMATH3UPOBAHHOM
CHUCTEMBI

[IK-27 -  cmnocoOHOCTRIO | 3HATH:

BBITIOJHATE TOJIHBIM 00beM | 00beM pPaloT, CBSA3aHHBIX C pealu3alel YacTHBIX MOJUTHK

paboT, CBA3aHHBIX C pea- | UHPOPMALMOHHOM  0€30MacHOCTH  ABTOMATH3UPOBAHHOM

JU3alel YaCTHBIX IOJUTHK | CHCTEMBI

MH(POPMAIIMOHHOM 6e30- | YMeTh:

MACHOCTH aBTOMATHU3HPOBAH- | BBIMIOJIHATH MOJHBINA 00BEM paboT, CBSI3aHHBIX C peanu3anuen

HOUM CHCTEMBI, OCYIIECTBIISITh | YACTHBIX  MOJHUTUK  WH(OPMAIMOHHOU 0e30MmacHOCTH

MOHUTOPHHT W ayauT 0e30-
MaCHOCTHU AaBTOMATHU3UPOBAH-
HOM CUCTEMBI

ABTOMATU3UPOBAHHOM CUCTEMBI, OCYIIECTBISATH MOHUTOPUHT U
ayJuT 6e30MacHOCTH aBTOMAaTU3UPOBAHHON CHCTEMBI
Baanern:

HaBbIKaMHM BBITIOJTHEHUA ITOJIHOT'O O6’beMa pa60T, CBsI3aHHBIX C
peanu3anmel YacTHBIX TMOJUTUK HMHQPOPMAIMOHHON 0e30-

IIaCHOCTHU aBTOMaTHSHpOBaHHOﬁ CUCTCMBbI, OCYIICCTBJIICHUC
MOHUTOpPHHTA U ayauTta 6ezonacHoctu AC
4. OBLHIAA TPYTOEMKOCTb JUCIUAIIJIMHBbI
4.1. O0beM IMCHUIIMHBI B 3a49€THBIX eIUHULAX (Bcero) 8
4.2. O0beM IMCHUILUIMHBI 110 BHAaM y4eOHOH padoThl (B yacax):
Bup yueonoii KoanuectBo yacoB (popma o0yueHusi _ duegnasn )
padoThl
Bcero no niiany B 1.4. mo cemecTpam
6 cemecTp 7 cemecTp
1 2 3 4 5
KonTaktHas
padora 126/126 72/72 54/54
00yJaromuxcs ¢
penoaaBaTeneM
AyAHTOpHbIC 126/126 72/72 54/54
3aHATUA:
Jlexuu 72/72 36/36 36/36
[IpakTnueckue u
CEMUHApPCKHE
3aHATUS

dopma A
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1

JlaGopaTopHbie
paboThI
(;1aGopaTopHbBIA
IPAKTUKYM)

54/54

36/36

18/18

CamMocTosTenpHast
pabora

126

72

54

dopMa TEKyLIEro
KOHTPOJI 3HAHUHU
U KOHTpOJs ca-
MOCTOSITEJIBHOU
paboThI:
TECTUPOBaHUE,
KOHTp. pabora,
KOJUJTIOKBUYM,
pedepat u ap. (ue
MeHee 2 BHIOB)

-TectupoBanue
Ha CEMUHapax;
- BOIIPOCHI NIpU
3amuTe Jabopa-
TOPHBIX PabOT

Kypcosast pabota

Bunnr
IIPOMEKYTOUHOU
aTTecTaluu
(9K3ameH, 3a4eT)

3a4UeT

OK3aMCH

Bcero yacos o
JUCILIATIIIMHE:

288

144

144

B cnyyae HeoOXOAMMOCTH HCHOJB30BaHUS B YU4E€OHOM IMPOLECCE YACTHUYHO/MCKIIOYUTEIBHO
JMCTAaHIMOHHBIX 00pa30BaTENBHBIX TEXHOJNOTMH B TalnmIe uepe3 Clell yKa3bIBaeTCs
KosimdyecTBO yacoB padotsl [ITIC ¢ oOyyaronmucs Uit MPOBEACHUS 3aHATHH B TUCTAHIIMOHHOM
dbopmare ¢ MPUMEHEHHUEM SJIEKTPOHHOTO OOYYCHHS.

dopma A
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4.3. Conepsxkanne TUCHHUILINHBI (MoayJif.) Pacnpenenenne 4acoB mo reMamM u BUIaM

yueOHo# padoThI:

®dopma 00yueHus JTHEBHAsI
Bcero Bujpl yaeOHBIX 3aHATHIA
HasBanue pa3aenoB u TeMm Ca-
AyIUTOpPHBIE 3aHATHUS MoOC-
3aHaTHS B Tosi- dopma
HUHTCpPAK- TCKYLICTO
Tex. | [IPAKT. |JIabopa-| tuproii TEZZ_ KOHTPOJISI
3aHATHSA, | TOPHBIC (I)OpMe 3HAHUUN
W enmnap| paboTer pabo-
Ta
1 2 3 4 5 6 7 8
Pasznen 1. O6mmue nousitus 0 CYh,
1.  OcHOBHbIE OllpeneIcHUs 4 2 2 Tecrsr T1
W TOPUHUUNBI  TOCTPOCHUS
CYbJ
2. Pacnpenenennbie b][ 4 2 2 Tector T2
3. Ha3znaueHwe U BO3MOXK- 8 4 4 Tector T3
Hoctu CYBJ
Pa3nea 2. SI3pIK0BBIE CpeICTBA
4. SI3bIKOBBIE CpeacTBa A 24 4 8 8 12 Tecter T4,
paznmuunbix mojeneit CYB/] JIab. pab.
No 1
5. MaHunynupoBanue B Tectsl T6,
pensiuoHHbIX BJ] JIa6. pao.
No 2
6. S3bIKOBBIE  CpEJCTBA 4 2 2 Tector T7,
ONMCAHUS JAHHBIX JIab. pad.
Ne 3-4
7. OcoOEHHOCTH SI3BIKOBBIX 20 2 8 10 | Tects TS,
CpencTB Jla0. pad.
Ne 5-6
Paznen 3. loctyn k BJ1
8. Nnentudukamus wu 8 4 4 Tectel T9
ayreHTudukamms B CYBJ1
9. Pa3rpanuuenue gocryna 8 4 4 TecteIT10
10. Mexanusm poieit 12 2 4 4 6 | Tecter T11,
JIab. pao.
Ne 7
11. Aynut coObITHi 8 4 4 Tectsr T12
12. KoHTposib 1ETOCTHOCTH 16 4 4 8 JIa6. pad.
b/l Ne 8
Pasznen 4. AnmunuctpupoBanne CYBJL
13. Bzaumopeticteue CYB/] 20 6 4 10 | Tecrter T14,
¢ 6azoBoit OC JTa6. pad.
Ne 9-10
14. XKypHanuzanus 12 6 6 Tectsr T15
15. CpenctBa co3gaHusi pe- 36 6 12 12 18 | Tecter T16,
3€pPBHBIX KOTIHM u Jla0. pad.
Ne 11-13

dopma A
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16. TupaxupoBaHU€ U CUH- 12 6 6 Tecter T17
XpOHM3ALUA B paclpencicH-
HBIX B/
17. TlogroroBka OTYETOB B 12 6 6 Tector T17
s3pikax CYBJ]
18. CpeactBa aBTOMAaTH- 16 6 2 8 Tecter T17,
3alUu NIPOEKTUPOBAHUS Jla0. pad.
CYB/] No 14
Uroro: 288 72 54 36 126

5. COAEP)KAHUE JUCIIUIIJIMHBI (MOAYJIS)

Pa3zgen 1. O6mue nonsatus o CYB/]

Tema 1. OcHoBHBIC onpeaeieHnsi 1 NpUHIUNGI HocTpoennst CYB/{

1. O6mue nmousitus o CYBJI. Onpenenenne cucrem yrnpasieHus 0a3 naHHbIX. OTandus
CYBJ ot nmpyrux cucrem ynpasieHus. Hasnauenue CVYBJ/[. Apxutextypa u tunsl CYB/I.
TpexypoBHeBas apxutektypa bJl. Uctopus cozganus. PensuuonHas, nepapxuueckas U ceTeBast
Mojenb 6a3 nanHbIX. HopmanbHabie popMBl.

Tema 2. Pacnpenesnennbie b/]

ApXUTEKTYpa M NPUHIUIBI pacHpelenEHHOro mnoaxona. TpeOoBaHus W KpPUTEpPHUU
MOCTpOeHUs MH(GOPMAITMOHHBIX CUCTEM Ha 0ase pacmpenenéHHbIX 0a3 JaHHBIX. MHOTOMEpHOE
npezcTaBieHue JaHHbIX. OOmas cxema opraHu3alii XpaHWJIHMILA JTaHHBIX. PacnpeneneHHbie
0a3pl naHHBIX. HazHaueHue, NOTPeOHOCTh, MPUHIUIBI OpraHu3anuu. [IpoekTHpoBaHUE TaHHBIX
Ha KOHILIENITYaJIbHOM U JIOTHYECKOM ypoBHsX. [Ipumepbl ucronb3oBaHus.

Tema 3. Haznauenue u Bo3mo:kHocTu CYB/]

1. Xapakrepuctuka CYBJl, obmactu wucnonb3oBanus, peanuzauuu. HeobxommmocTsb
ucnonb3oBanus CYBJl. Bo3moxknoct CYB/l. ApXuTeKTypHbI€ PEIIECHUs, UCTOJIb3yEMbIE MPHU
peann3anuu  MHoronosb3oBarenbckux CYBJl. IlpuHuunel OedcTBUS  LIEHTPAIM30BAHHOM
ApXUTEKTYpbl, apXUTEKTyphl «dalli-cepBep», apXUTEKTYypbl «KIUEHT-cepBep». Hemocratku u
IIpeUMyIIeCcTBa pa3nuuHbIX apxuTekTyp CYB/]

Pa3znen 2. SI3bIkoBBIE CpeacTBa

Tema 4. SI3bIkoBBI€ cpeacTBa 1is pa3saudHbIx Moaeseid CYB/I
1. Beenenue B SQL u apyrue s3piku 1t padotsl ¢ CYB/]. CpaBHUTENBHBIC XapaKTEPUCTUKH T-
SQL u PL-SQL. IIpouenypnoe pacumpenue PL/SQL. Tpurrepsi. Texnomoruum paspaboTku
KJINEHTCKOTO MPHWJIOKEHUS

Tema S. ManunyaupoBaHue B peJaUMOHHBIX B/{

Onucanne pensuUOHHBIX ©0a3 naHHBIX. [loHsATHE TabmUI M XpaHEHHE JaHHBIX.
Bosmoxknoctu CYBJl npu pabote ¢ naHHbIMU. SI3bIK MaHHIynupoBaHUs HaHHbIME (DML).
Onepanuy MaHUITYJIUPOBAHMS.

Tema 6. SI3bIKOBBIE CpPeICTBA ONMUCAHUS JAHHBIX

Bo3moxxknoctu si3eika SQL m TSQL. CuHTakcuc s3bIKOB AJis paOOTHI C JIaHHBIMHU.
TexHonmorun OOBEKTHO-PENIALMOHHOTO  OoTOOpakeHuss JRM. Pa3paboTka KOHCOJIBHOTO
npunoxenus. Knuenrckuit uatepdeiic. Tpurrepst 3anuThl. [IpumMepsl onucanus TaHHBIX.

Tema 7. Oco0eHHOCTH SI3BIKOBBIX CPEICTB

Otnuuus pa3nuyHbiX sA3bIKOB Hcnosb3yrommxcs miss CYBJl. Onucanue aaHHBIX Ha
ocHoBe s3bika SQL. Omnwucanme naHHbIX Ha oOcHOBe si3blka SQL. OCHOBHbBIE OTAMYMS U
ocobennoctu. Otiamumst SQL oT mporuenypHbIX S3BIKOB ITporpaMMupoBanus. HcTpyMeHTapuid
web-pa3paboTunka. [IpoGiema COBMECTUMOCTH.

Paznen 3. Joctyn k BJ1
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Tema 8. Unentudguxanus u ayrenrupuxanus B CYBJ]

OcHoBHBIE cTIOCOOBI ayTeHTU(UKAIMU. YTpaBiieHue Habopamu npuBuieruil. [lepenava
npuuieruil. [lonsrus nons3osarens, ponu B CYB/l. Haznauenue npas 1t 0ObEKTOB JaHHBIX B
BbJI. ITpouenypa npoBEpKH MOJIH30BATEIS.

Tema 9. Pasrpanuyenue nocryna

VYcranoBka goctyma k obbektam B CYBJl. IIpobmembr nmoctyma. Ilonmmthka
MPEIOCTAaBIICHUS TIPAaB Ha OOBEKTHI.

Tema 10. Mexanusm poJeit

ITonsatue poneit B CYB/[. Otnnune oT rpynm nosbs3oBareneid. Jlemerauusi npas poi.
OrtcrnexxuBaHus ACUCTBUS POJIH.

Tema 11. Ayaut coObITHi

Hacrtpoiika mnomutuku ayauta coObituii B CYBJl. AyauT noctyma K OOBEKTaMm.
CocraBiieHHe TOJUTUKMA ayauTa HA OCHOBAaHWU TPEOOBAHWA M MOJETH 3JI0yMBIIUICHHUKA.
[Tonsitue pazymuoro ayaura B CYB/I.

Tema 12. Kontpoasb nesoctnoctu BJJ

Mexanusm obHapysxenus npobaem B CYB/I. Ilonarue nenoctaoctu B/, Bo3amoxxHOCTH
opranu3zainun oecriepedoiinoro pynkiuonupoBanus CYB/I.

Paznen 4. Anmunucrpuposanue CYB/{

Tema 13. B3anmoneiictBue CYB/I ¢ 6a3oBoii OC

Hacrpoiika CYB]] B 6azoBoii OC. Beinenenue pecypcoB OC st HOpMalIbHONW pabOThI
CYB/. Onpenenenne npasui GpyakuuonupoBanne CYB/] B OC.

Tema 14. Kypuanusauus

Opranuzanus BeaeHus xypHaioB coObituii B CYBJ/l. AHanu3 XypHajioB, BBISBICHUS
npo0JieM U IpUYMH UX BhI3BaBLINX. KOppekTHas HacTpoiika )KypHaIoB.

Tema 15. CpeacrTsa co31aHusA pe3epPBHBIX KONMA M BOCCTAHOBJIEHHE 0a3 TaHHBIX

MexaHu3Mbl PE3EpPBHOIO KOMHUPOBAHMS U BOCCTAaHOBJIEHHUS JaHHBIX. Pa3zpaboTka
NOJIMTUKU CO3JIaHUSl pe3epBHBIX Komui. OnpeneneHue NaHHBIX MOAJIEKAIIUNA pPE3epPBHOMY
KOIMUPOBAHUIO.

Tema 16. TupaxkupoBanue ¥ CHHXPOHH3aIUs B pacnpenenaeHHbIX B/l

OyHKIIMOHUPOBAHUE pacnpeneneHHbIX BJI. [TpoGaembr CUHXPOHU3AIUU
pactpeaenennbix B/, [lonsTre THpaXxupoBaHusi, OCHOBHbIE TPUHIUIIBI U KOHIICTIIUH.

Tema 17. IloaroroBka otueToB B si3bikax CYB/I

Cucrembl moarotoBku otuetoB B CYBJl. dynkuuonamsHOCTh s13bIKkOB CYBJl s
MOJATOTOBKU OTUETOB. [|0MONHUTEIbHBIE MOJIYJIM U KOMIIOHEHTHI JUIsl paOOThI C OTYETAMHU.

Tema 18. CpencrBa aBTromaTusanuu npoekruposanust CYB/{

[IpoektupoBanue CYBJl, oCHOBHBIE MOAXOAbI, TOHKME MOMEHTHL. llenmun u 3agaum
npoexkTrpoBanus. Onpenenenne HeoOXOAMMOCTH UCTIONb30BAHUS KHOPMAIBHBIX (POPMY».

6. TEMBI IPAKTUYECKHWX 1 CEMUHAPCKHNX 3AHATUM
6.1 IlpakThueckwe W CEMHUHAPCKHUE 3aHATHUS HE TMPETyCMOTPEHBI yYeOHBIM IIJIAHOM
JUCHUITIIUHBI.

7. JABOPATOPHBIE PABOTHI (JIABOPATOPHBIN ITIPAKTUKYM)
Pasznea 2. SI3bikoBbIE CpeaCTBA
Tema 4. SI3bIkoBBI€ cpeacTBa 11s pa3au4HbIx Moaeseil CYB/I
JlaGoparopuasi padora Ne 1 (8 wacos). «IIpoekTupoBanue u co3ganue 0a3bl
JAHHBIX »,

Jlaboparopnas pabota nomkHa ObITh BioHeHA HA MS SQL Server Express u Ha
PostgreSQL nin MySQL.
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BapuanTel 3a1anui

Heo6xoammo mpou3BecTH MpOSKTHPOBAHNUE PEISIITUOHHON 0a3bl JaHHBIX B JTFO00M cpese
npoekTHpoBanus (Harpumep. Microsoft Visio). baza naHHBIX JOKHA COCTOSATH MUHUMYM U3 10
Ta0IMI], KOTOPBIE TOJDKHBI OBITH CBS3aHHBI BceMU TuUTlaMu oTHomeHui (1:1 1:n n:n). Muaumym
5 u3 3TUX TAaOIUI] JOJDKHBI OBITh B TPEThel HOpMaIbHOH popme. Bee Tabmuip! 10KHBI OBITH
3aroJHEHbI pa3yMHBIMU JAHHBIMU, HE MeHee 20 3amucei B Kaxaon. OHa u3 TabiuIl T0KHA
conepxkathb 1 000 000 (ommu MunoH 3anucei) OiHa U3 TaOIUI] TOJKHBI COIEPKATh
CIIEYIOIINE CBEJCHHUS:

- [Ton

- dotorpadus

- MecTo KHUTENBCTBA

- Hara poxaeHus

- Howmep u cepus macniopta (B ycTaHOBIEHHOM (hopMmaTe)

OcHOBHBIE 3TaNbI NPOEKTUPOBAHUS 0a3 JAHHBIX

A) KonnenrtyanabHoe (MH(OJIOTHYECKOE) IPOEKTHPOBAHNE

KonnenryansHnoe (MHPOIOTHUECKOE) TPOCKTUPOBAHNE — MOCTPOCHUE CEMAaHTUYECKON
MOJIENIU TPEAMETHON 00JIACTH, TO €CTh HH(POPMAIIMOHHOIN MOIeH HauboJiee BHICOKOTO YPOBHS
aoctpakiuu. Takas Moaens co3aaérest 6e3 opueHTaluu Ha Kakyto-11u00 koukpetnyto CYB/[ u
MOJIeJTh TaHHBIX. TepMUHBI «CEMaHTUYECKasi MOJIENbY, «KOHIICTITyallbHASI MOJIENbY U
«MH(OJIOTHYECKast MOACIbY SIBISIIOTCS CHHOHUMaMu. Kpome Toro, B 3TOM KOHTEKCTe
PaBHOMPABHO MOTYT UCIIOJIB30BAThLCS CIIOBA «MOJETH 0a3bl JAHHBIX» U «MOJIEIH MPEIMETHON
obnacTu» (Harmpumep, «KOHIENTyallbHask MOJIeb 0a3bl JaHHBIX» U «KOHIENTyalbHasi MOJEIb
PEeIMETHOM 00JIaCTH» ), MOCKOJIBKY TaKasi MOJIETh SBJISIETCS KaKk 00pa3oM pealbHOCTH, TaK U
00pa3oM MPOEKTUPYEMO 0a3bl JaHHBIX ISl 3TOH PEATbHOCTH.

KoHnkpeTHbIl BUJ 1 coiepKaHUe KOHIIENTYaTIbHOW MOIeTH 0a3bl JAHHBIX OTPEEIIIeTCS
BBIOPAHHBIM TSI 3TOTO (popManbHBIM anmapatoM. OOBIYHO UCTIONB3YIOTCS rpaduuecKue
HoTanuu, nogooueie ER-muarpammam.

Yaiie Bcero KOHIENTyalbHast MOJIENb 0a3bl JaHHBIX BKIIOYAET B ceOs:

1.onucanre nHOOPMALIMOHHBIX OOBEKTOB WJIH MOHSATHH MPEAMETHOMN 00IacTH U CBsI3ei
MEXly HUMH.

2.omMcaHue OrpaHUYCHUN IIEIOCTHOCTH, TO €CTh TPEOOBAHUH K JOMYCTUMBIM 3HAYCHUSM
JTAHHBIX U K CBSI3IM MEXIY HUMH.

‘ CryoeHt H lpynna H Kadegpa H dakynsret l

b) Jloruyeckoe (atajgoruyeckoe) NPpoOeKTUPOBAHUE

Jlormdeckoe (maranormdeckoe) MpOSKTUPOBAHUE — CO3/IaHUE CXEMbI 0a3bl TaHHBIX Ha
OCHOBE KOHKPETHON MOJIEH JaHHBIX, HAIPUMED, PEISIUOHHON MOoJenu JaHHbIX. s
PENSIIIMOHHON MOJIENU TaHHBIX AaTaJorudyecKas MoJelib — HAa0Op CXeM OTHOIIEHUH, 0OBIYHO C
yKa3aHHEM MEPBUYHBIX KITIOUEH, a TAaKkKe «CBA3EI» MEX/ly OTHOLIECHUSMU, MPEACTABISIONINX
co00i1 BHEIIIHNE KITIOYH.

[IpeoOpa3oBanre KOHIENTYaIbHOW MOJIETH B JIOTHYECKYIO MOJIEIb, KaK IMPaBuio,
OCYIIECTBIISIETCS O (POPMATBHBIM MTPABHIIaM. JTOT 3Tall MOXET OBITh B 3HAYUTEIILHOUN CTETICHU
aBTOMATHU3HPOBAH.

Ha sTane goruueckoro npoeKTHPOBAHUS YUUTHIBACTCS Clieln(pUKa KOHKPETHONH MOIETH
JIAHHBIX, HO MOKET HE YUYHUTHIBaThCs crienudurka koHkpeTHort CYB/I.

®dopma A Crpanuma 10u3 36


http://www.lab24b.ulsu.local/doku.php?id=sql:%D0%BB%D0%B0%D0%B1%D0%BE%D1%80%D0%B0%D1%82%D0%BE%D1%80%D0%BD%D0%B0%D1%8F_%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%B0_1:%D0%B2%D0%B0%D1%80%D0%B8%D0%B0%D0%BD%D1%82%D1%8B_%D0%B7%D0%B0%D0%B4%D0%B0%D0%BD%D0%B8%D0%B9

MunmcTepcTBO HayKH | BbIciero oOpasoBanus PO

o N ®dopma
VY bSHOBCKHI FOCYJapCTBEHHBIH YHUBEPCUTET

®-Paboyas mporpaMma 1o JUCHHUIUINHE

CTyaeHThl = dakynsTeTH

PK |ua PK |ug

[oli[e] Hasganue
Data poxaerns COKpaLIEHHOE HA3BaHNE

Ne 324€THOM KHUAKKN Caift

Ne 3a4ETHOM KHIMHKKN

“CneynansHocTu hakynsreta

PK |mo

QaKynkTeTbl.ug

e

Tpynn! FK | CneumansHocTe.mn

= PK | W, s
CTyAeHTL! B rpynnax wo Teficrayer

PK | mg FK | CneuynansHocTeE.na

FK | CpynnbLug Hasgatue

CoKpallleHHoe HassaHne

FK | CTyQeHTbl.ug

[aTa 3a4ucreHns

CneuumansHocTL
PK | ua t—

HasgaHne

[aTa MCKMoYeHHa

Koa

B) ®u3nyeckoe NpoeKTUPOBaHME
dusnuecKoe NPOSKTUPOBAHNE — CO3/IaHUE CXeMbI 0a3bl JaHHBIX JJIs1 KOHKPETHON
CVYB/. Cnenuduka konkpernorr CYBJ] MokeT BKIFOYaTh B CeOs1 OTpaHUYCHHS HA KMEHOBaHUE
00BEKTOB 0a3bl JTaHHBIX, OTPAHUYEHUS HA MOAEP)KUBAaEMbIe TUITBI JAaHHBIX U T. 1. Kpome Toro,
cneunurka konkperHor CYBJl nmpu puznyeckoM NpoeKTUPOBAHUH BKIIIOUAET BHIOOP pEIICHUH,
CBSI3aHHBIX C (PU3MUECKOM cpefioi XpaHEHUS JaHHBIX (BBIOOP METOJOB YIPABIECHUS AUCKOBOU
namsThio, paznenenue b/l o ¢aitnam u ycrpolicTBamM, METOAOB I0CTyIA K TJAHHBIM), CO3/IaHHE
MHJICKCOB U T. [I.
PesynpTaTroM (pu3HUECKOT0 MPOSKTUPOBAHUS JIOTHUECKOIM CXEMBI BhIIIE Ha si3bIke SQL
MOJKET SIBJISTHCS CIEAYIOLIUN CKPUIIT:
JlononuurenbHas uHGpopManus: Pusnyeckoe npoekTupoBanue 6aspl faHHbX MS SQL
Server
1. Xoa padotsl
J171s TpOEKTUPOBAHUS PENSIIIMOHHOM 6a3bl TAHHBIX MOYKHO HCIOJIb30BaTh
CHEMATM3UPOBAHHOE TPOTPAMMHOE 00ECTICUCHHE:
¢ Microsoft Visio
e JetBrains DataGrip
e Diagrams.net
1. 3amyctum Diagrams.net
2. I1o 3aaHHOM TPeIMETHOM 00JIaCTH HEOOXOUMO MPOBECTH KOHIIETITYaIbHOE U
JIOTHYECKOE TPOEKTHPOBaHUE 0a3bl JAHHBIX Ha OT/IEJIBHBIX JINCTAX U MPOAEMOHCTPUPOBATH
pe3yabTaT paboThI.
3. IlpoBectu u3uueckoe MpoeKTUpoBaHue 0a3bl JaHHBIX I Kaxaoi u3 CYB/I.
4. Co3ath JOMOHUTENbHBIE TA0IHIIBI TS TeHepaluy (paMuiIuil UMEH U OTYECTB U3
apxuBa. russian_names.zip
* Pa3zpaboTaTh mporpamMmy Ha J1000M SI3bIKE MPOTPAMMHUPOBAHUS, KOTOpas J00aBUT B
tabmuiry 1 000 000 3anuceit ®amunuii u UMéEH.
3a/laHue MOYKHO BBITIOJIHUTH Ha JIIOOOM S3BbIKE IPOTrPAMMUPOBAHHS.

Tema 5. Manuny/JupoBaHue B peJsiiuOHHbIX B[

JlabopaTopnasi padora Ne 2 (4 yaca). «OcHoBbl oneparopa SELECT»

BosBpamjaer ctpoku u3 06a3bl JAAHHBIX M TIO3BOJISIET J€NaTh BBIOOPKY OJHON WM
HECKOJIbKUX CTPOK WJIM CTOJOIOB M3 OAHOW MM Heckonbkux Tabmum B SQL Server. TlomHbiii
cunrakcuc MHCTpyKIuu SELECT cnokeH, 0JHAKO OCHOBHBIE MPEIJIOKEHUS MOXHO BKpAaTIIE
OTIHCATh CIETYIOIUM 00pa3oM:
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Hanpumep, caenaem BEIOOPKY Beex 3amuceid u3 tabiauibl CTyAeHThI

Jloruveckuii nopsigok 00padorku uHcTpykuuu SELECT

Crenyromue eHCTBHS JEMOHCTPUPYIOT JIOTHYECKUN TOPSIIOK 00paOOTKU WM TOPSIIO0K
npuBs3ku HHCTpYKImu SELECT. DToT mopsaok onpeaenser, Korna o0beKThI, ONpe/eIcHHbIC B
OJIHOM 1Iare, CTAaHOBATCS JOCTYMHBIMM JIJISl IPEIJIOKEHUM B mocneAyomux marax. Hanpumep,
eci 00paboTYMK 3aIIPOCOB MOYKHO MPUBSI3aTh (I TOCTYIIA) K TaOIUIIaM WJIH TIPEICTABIICHUSIM,
ornpezeNeHHbIM B nipennoxkeHuu FROM, 3Tu 00BEKTHI U UX CTOJIOIBI CTAHOBSITCS JOCTYITHBIMU
JUIs BceX mocnenyromux maroB. M HaoOGopot, mockonbky mnpemioxenue SELECT sBnsercs
maromM 8, J1to0ble NICEBIOHUMBI CTOJIOIOB WIJIM MPOU3BOJHBIX CTOJOLIOB, ONPEACICHHBIE B 3TOM
IPEJIOKEHUH, HE MOTYT ObITh OOBEKTOM JUISl CCBUIKM MPEIbIAyIINX MpeaioxeHuil. Bmecte ¢
TEM K HUM MOTYT 00pamaThCs MocelyIomue mpeoxkenus, Hanpumep npenioxenne ORDER
BY. ®aktuueckoe ¢u3MUECKOEe BBHITIOJHEHHE WHCTPYKIIMU OMpeaenseTcs o0padoTUYNKOM
3alpoCoOB U NOPAJOK U3 3TOT0 CIIMCKA MOXKET 3HAUUTENBHO OTINYATHCS.

- FROM

- ON

- JOIN

- WHERE

- GROUP BY

- WITH CUBE wiu WITH ROLLUP

- HAVING

- SELECT

- DISTINCT

- ORDER BY

- B nauano

IIpumeps1 padoThI

1. HUcnoabzoBanue SELECT 151 moJiyyeHusi CTPOK U CTOJIOIOB

SELECT
FROM |CtyneHTsl

[Ipumep c ucnonb30BaHUE NICEBJOHUMOB

SELECT e
FROM | Crtynentsi| as e

B xome BBIMOMHEHHMs JAaHHOTO TpUMEpa KoOJa BO3BPAIIAIOTCS BCE CTPOKH U
nonMHokectBa ctonOmnoB ([un],[PUO],[[data poxnenusi| ,[3auérHas KHIDKKA]) TaOIHIIBI
[CtynenTsI]. 3aro0BOK MOCIEIHUX CTOJIOIOB nepenMeHoBbiBaeM B [JloruH], [[1apoms|

SELECT 1501
015(0)
Hara pOXKIECHU
3auéTHas KHUKKA
login AS Jlorun
pass AS [Tapons

FROM |CtyneHTsl

2. Hcnoan3zoBanue SELECT c 3arooBkamMu cToJ10110B U BLIYMCJIEHUSIMH

B cnemyromem npumepe BO3BpalIalOTCS BCE CTPOKM U3 TaOnwmbl JlODKHOCTH
BBIYHCIIIETCS 3apa0OTHAs IJIaTa 10 BBIYETOB IS KaKIOTO COTpyIHWKAa Ha ocHOBe mx Oxiama
YMHOKEHHbBIE Ha 12 Mecs1eB
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SELECT 1501
Hassanue
Oxnan AS I'onoBoit JOXO[T

FROM | JloiokHOCTH

3. CoBMmectHoe ucnoib3oBanue DISTINCT u SELECT
B cnenyromem npumepe wucnonb3yercs DISTINCT nans co3manus cmucka Bceex
YHUKaJIbHBIX TOJKHOCTEH B Tabiuie CTyJeHTHI.

SELECT DISTINCT DUO
FROM | CrynenTsl

IHoxpodnas unopmanus
HeranpHas uapopmanus o onepatrope SELECT B TSQ https://docs.microsoft.com/ru-
ru/sql/t-sql/queries/select-transact-sql?view=sql-server-ver15

Tema 6. SI3bIKOBBIE CpPeICTBA ONMUCAHUS JAHHBIX

JlaGoparopnass padora Ne 3 (4 yaca). «B0o3MOKHOCTH YCJIOBHOIO omeparopa
(WHERE)».

https://docs.microsoft.com/ru-ru/sql/t-sql/queries/where-transact-sql ?view=sql-server-
verlS

ArperatHbie PyHKUIMH

®Oynknusa SUM

Oynaknus SUM Bo3Bpamaer cyMMmy 3HadeHUN cToiOma Tabmuiel 6a3bl gaHHBIX. OHa
MOXET HpI/IMeHHTI:CH TOJIBKO K CTOJI6L[aM, 3HAYCHUAMHU KOTOpBIX ABJIAOTCA 4YHCJIA. 3anpocm
SQL s nonmydeHus: pe3yabTHPYIOIIEH CyMMbl HAUMHAIOTCA TAK:

SELECT Okian
FROM | [TomxHOCTH

[Tocne storo BelpakeHus: cienyer FROM (UM TABJIMLbI), a manee ¢ momorbio
koHcTpykuun WHERE Mmosxer ObiTh 3amano ycioBue. Kpome Toro, mepen mmeHeMm croiona
MokeT ObITh ykazano DISTINCT, u 510 03Ha4aeT, 9TO yUUTHIBATHCS OYIyT TOJBKO YHUKAIHHBIC
3HaueHus. [1lo yMOIT4aHHIO K€ YUUTHIBAIOTCS BCE 3HAUEHUS (M1 ’TOTO MOKHO 0CO00 yKa3aTh He
DISTINCT, a ALL, HO cmoBo ALL He sBIIsIeTCsl 00s13aTEIBHBIM).

®yukuusa MIN

Oynaknus SQL MIN Ttaxke neidcTByeT B OTHOIICHHH CTOJIOIOB, 3HAYEHUSIMH KOTOPBIX
SIBJISTFOTCSI YMCJIAa W BO3BpAIlaeT MUHUMAIBHOE CPeIU BCEX 3HAUEHWH cronbua. JTta (QyHKIUS
MMEET CHHTAKCUC aHAIOTUYHBIA cuHTakcucy QyHkimu SUM.

@Oynknusa MAX

AHanmornyHo paboTaeT ¥ UMeeT aHAIOTHYHbINA cuHTaKkcuc ¢pyHkuus SQL MAX, koropas
MPUMEHSIETCS, KOrJa TpeOyeTcsi OmpelenTh MaKCUMAaTbHOE 3HAUEHUE CpPeld BCEX 3HAYCHUMN
cToioma.

®yuknusa AVG

VYka3aHHOE B OTHOUIEHHH CHUHTaKCHCa I MPEAbLAYIINX OMUCAHHBIX (DYHKIINI BEpHO U B
orHomeHnnn ¢ynkuun SQL AVG. DOrta ¢yHKIMA BO3BpallaeT cpeaHee 3HAu€HHE Cpeld BCeX
3HAUYEHUI CTOJIOIA.

®ynknusa COUNT

Oynknus SQL COUNT Bo3BparmiaeT KOJTUYECTBO 3amuceil TabmuIsl 6a3bl JaHHBIX. Ecim
B 3ampoce ykazatb SELECT COUNT(MMS CTOJIBLIA) ..., To pe3yabTaToM OyIeT KOJTUYECTBO
3amuceil 0e3 yuéra TexX 3amucei, B KOTOPBIX 3HaueHWeM crojbma sasercs NULL
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(Heompenenénnoe). Ecnmu mcnonb30BaTh B KadyecTBE apryMEHTa 3BE3/I0UKY W HAuyaTh 3ampoc
SELECT COUNT(*) ..., To pe3yJbTaToM OyJeT KOJIMYECTBO BCEX 3aMMMCEH (CTPOK) TaOIHUIIBI.

Arperatnabie pynknuu Bmecte ¢ SQL GROUP BY (rpynnuposkoii)

Teneps paccMOTpUM TpPHMEHEHHE arperaTHbIX (yHKIHA BMecTe ¢ omepatopom SQL
GROUP BY. Omneparop SQL GROUP BY cayxuT ans TpyHIUPOBKH PpPe3YyJIbTHUPYIOLIMX
3HAUYEHUI [0 CTOJI0IaM Ta0IuIbl Oa3bl JaHHBIX.

Omneparop SQL GROUP BY cuyxut ans pacupeneneHus CTpOK - pe3yJsibTaTta 3amnpoca -
o TIpynmaM, B KOTOPbIX 3HAYEHUS HEKOTOPOro CToydna, MO KOTOPOMY MPOMCXOAUT
IPYIIIUPOBKA, SIBISIOTCS OJWHAKOBBIMH. ['pYNIIMPOBKY MOXHO NPOU3BOAUTH KakK IO OJHOMY
CTOJIOIY, TaK U [0 HECKOJIbKUM.

Yacto oneparop SQL GROUP BY mnpumensiercs BMeCTe ¢ arperaTHbIMU (DYyHKIHSIMUA
(COUNT, SUM, AVG, MAX, MIN). B stux ciyuasx arperaTtHble (DYHKIIUU CIyXKaT HIJis
BBIYUCIICHHS] COOTBETCTBYIOIIETO arperaTHoro 3Ha4eHusi KO BCeMy HaboOpy CTPOK, ISl KOTOPBIX
HEKOTOPBIN CTOJIOCIT - OOIITHHA.

Oneparop HAVING

Onpenensdger ycioBue€ NOMCKAa I TPyNIbl HWIM CTAaTUCTHYECKOIO BBIPAKECHMS.
[Ipennoxxenne HAVING moxxHO ucnons3zoBaTh Toibko B uHCTpykuun SELECT. HAVING
00bryHO ucrnonb3yetcs ¢ npemtoxkeHueM GROUP BY. Ecmu npemnokenne GROUP BY He
UCIIOJIb3YETCS, UMEETCS OJIHA HESIBHAS arpernpoOBaHHAsl rpymna.

IMpumep

Haiiném rpyrmmy ¢ MUHUMaIbHBIM KOJIMYECTBOM CTYIECHTOB.

- Cnoco6 mepBwiid. BpiObopka Bcex Tpynnm C  KOJIHYECTBOM  CTYICHTOB.
YnopsiournBaeM 1Mo BO3PAaCTaHUIO U BHIOMpAeM MEpBbIH 3JeMeHT. MUHYCBI JaHHOTO cI1ocoba -
BO3MOJKHO YTO IPYIII ¢ MUHUMAaJIbHBIM KOJIMYECTBOM CTYACHTOB OOJIbIIIE YeM 1.

SELECT TOP --  Bwibpamv  moabko  00uH  nepevlll  dNeMeHm
I'pynnel_nn -- Howmep 2pynnol
I'pynnel_unl) as | KonnuecTBo cTyleHTOB B rpynmnax| -- //oocuumams xonuuecmeo
CMy0eHmos 8 epynne
FROM dbo|.|CtyneHThI B rpyImax
GROUP BY |[Ipynnwel_un| -- Aepecammnas ¢gyuxkyus COUNT 6yoem pabomamsv 0ns no
epynneposke 0aHHO020 nons
ORDER BY |[KomuuectBo cryaeHtoB B rpymnmnax, ASC -- Omcopmuposams Oannwvie 1o
803pACMAHUIO 3HAYEHUS KOIUYECmBa

- Crioco6 Bropoii. HaiinemM yeMy paBHO MHUHUMAaJIbHOE KOJIMYECTBA CTYJCHTOB B
rpynne. Halinem rpynmsl ¢ MUHUMaJIBHBIM KOJIMYECTBOM CTYIEHTOB.

- Cnoco6 Ttperuii. Omeparop HAVING. Moxker ObITh UCHOIB30BaH IS
(GUIBTpaLuK 1OCIe IPUMEHEHUS arperaTHbIX QyHKLIUH.

JlaGoparopHasi padora Ne 4 (4 yaca). «IIpouexypsbl 1 GpyHKIIHEY.

Teopernueckass yactb. /y1a ynpomenus padotsl ¢ SQL cepBepoM BO3MOXKHO CO3[aHHE
NOJIb30BaTENbCKUX (QyHKIMI u mnpouenyp. PyHKIMM HMEIOT BO3BpalllaeMOe 3HAa4YeHHE, a
IPOLEAYPBI TOJIBKO BBIIOJIHSO 334a4H.

XpaHUMBIE TIPOIIEAYPHI MPEACTABISAIOT CO00 HAOOp KOMaH I, COCTOSIIINI U3 OJTHOTO WU
HECKOJIbKUX omeparopoB SQL wnmm ¢yHKmMid W coxpaHsemblii B 0a3e JaHHBIX B
oTKOMIWIMpoBaHHOM Buze. [Ipouenypbl ¥ QYHKIMH - 3TO OOBEKTHI 0a3bl JaHHBIX H,
cienoBarenbHo, oHM co3fatorcss koman1oil CREATE u ynnutoxkarorcs komanznoit DROP. Ilpu
CO3JIaHUM IPOLEeTyphl U GYHKIIMU JTOJKHBI OBITh ONPEAETICHbI: UMSI 00BEKTA, IIEPEUYEHb U THIIBI
napaMeTpoB U JIOTUKA pabOThI IpoIelyphl WK (PYHKINHU, ONHCaHHbIe Ha s3b1ke PL/SQL
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YroObl co3aTh mpouenypy Hin (GpyHKINI0, HEOOXOIUMO UMETh CUCTEMHbIE TIPUBUIIETHH
CREATE PROCEDURE. [Ins co3nanus nporeaypsl, GyHKIIMHA WIH IMAKETa B CXeMe, OTIUIHOU
OT TEKylleW CXeMbl Moib3oBarens, TpeOyroTcs cucremHbsle npuBwia Ha CREATE ANY
PROCEDURE. Ilocne ompeneneHuss UMEHHM HOBOW MpPOLEAYypbl WM (YHKIHH HEOOXOIMMO
3a/1aTh €€ WMEHA, TUIBI M BHIBI mapaMmeTpoB. s Kaxaoro mapameTpa JODKEH OBITh yKazaH
oauH u3 BuaoB napamerpa - IN, OUT unu IN OUT. Bun mapamerpa IN mpeamnosaraer, 4to
3HaYeHHE MapaMeTpa JO0JDKHO OBITh ONpeeNIeHO Py 00pallleHnH K MPOLeaype U He U3MEHSETCS
MIPOLETYPOH.

Xpanumas mpoleaypa - 3To Hamboyiee YacTo WCMOib3yemas B 0a3zax JaHHBIX
mporpamMMHasi CTPYKTypa, MpeAcTaBistomas co0oil opopMiIeHHBII 0COOBIM 00pa3oM ClieHapuid
(BepHee, MakeT), KOTOPBIA XpaHUTCS B 0a3e JaHHBIX, a HE B OTAEIbHOM (haiine. XpaHUMBbIE
IpOLEAYPhl OTIIMYAIOTCS OT CLIEHAPUEB TEM, YTO B HUX JOIYCKAeTCsl MCIOJb30BaHNE BXOIHBIX U
BBIXOJ/IHBIX MMapaMETPOB, a TaKXKE BO3BpalllaéMbIX 3HAUYCHUH, KOTOpbIC (DAKTHYECKH HE MOTYT
HCIIOJIb30BATHCS B OOBIYHOM CLIEHAPHH.

XpaHuMasi Tpoleaypa MpeAcTaBiseT coOOW MPOCTO MMS, CBSI3aHHOE C IMPOTrPAMMHBIM
komoM SQL, KOTOpBIM XpaHUTCS W HCHOJNHSETCS Ha cepBepe. OHa MOXKET COAEp)KATh
MPAKTUYECKH JI0ObIE KOHCTPYKIIMHM WIJIM KOMaHIbl, UCIIOJHEHUE KOTOPBIX MOJICPKUBACTCS B
CYB/. Ilpouemypbl MOXKHO HCIOJIB30BaTh I M3MEHEHHUs] JAHHBIX, BO3BpaTa CKaJSIPHBIX
3HAUEHUH WIH LEBIX Pe3yIbTUPYIOMUX HAOOPOB. XpaHUMBIE MPOIIETYPHI, SIBISIFOTCS OCHOBHBIM
uHTep(deiicoM, KOTOPBIN JOKEH HCIOJIb30BAThCSA MPHIIOKEHUAMU ISl OOpalleHus] K JH00bIM
JaHHBIM B 0a3ax JaHHBIX. XpaHUMbIC MTPOLIEIYPHI MTO3BOJSIOT HE TOJIBKO YIPABISAThH JOCTYIIOM K
0a3e TaHHBIX, HO TAK)K€ U30JIMPOBATh KO 0a3bl JaHHBIX AJIS YIPOILEHUS OOCITYKIUBaHUSI.

Kax cepBepHbie mporpaMMbl XpaHUMBbIE TPOLIETYPBI UMEIOT PsiJi TPEUMYILECTB.

- XpaHuMble MPOLEAYpPhl XpaHATCS B KOMIWJIMPOBAHHOM BHUAE, I03TOMY
BBITIOJTHSIOTCS OBICTpEE, YeM MaKeThl W 3aIPOCHL.

- BrimonnHenne o0paOOTKM JaHHBIX Ha cepBepe, a HEe Ha pabodyeil CcTaHIuH,
3HAYUTENIbHO CHUYKAET Harpy3Ky Ha JIOKAJIbHYIO CETh.

- XpaHuMble TPOLEAYPhl UMEIOT MOAYJIbHBIA BUJ, MIOITOMY UX JIETKO BHEIPATH U
U3MEHATh. ECNu KIMEHTCKOEe MPUIIOKEHHE BBI3BIBAET XPAHUMYIO MPOLEIYPY Jisi BHIIOJHEHUS
HEKOTOPOM oreparuu, To MOAU(PUKaLKs MPOLeTypbl B OTHOM MECTE BIUSET Ha €€ BBIINOJIHEHUE
y BCEX I10JIb30BaTEIICH.

- XpaHuMble TPOLEAYPBl MOKHO pacCMaTpUBaTh KaK BasKHbBIN KOMIIOHEHT CUCTEMBbI
6e3omacHOCTH 0a3bl JaHHBIX. Ecay Bce KIMEHTHI OCYIIECTBIISIIOT OCTYH K JAHHBIM C MTOMOIIBIO
XpaHUMBIX TIPOLEAYpP, TO MPSMON JOCTYN K TaOIHllaM MOKET ObITh 3amlpelieH, U Bce NeHCTBUS
NoJIb30BaTesel OyayT HaXOIUTHCS MOJ KOHTposieM. UTo erie BakHEe, XpaHHMbIE MPOIEIyphI
CKPBIBAIOT OT MOJb30BaTEN CTPYKTYpPY 0a3bl JaHHBIX U pa3pelIaloT eMy BBIOJIHEHHE TOJIBKO
TEX Olepaluii, KOTOpbIE 3aPOrPaMMUPOBAHBI B XPAaHUMOM MPOLIETypE.

IMopsinok BbINOJHEHUS PAdOTHI

1. Co3zmamum nporenypy 6e3 mapameTpos:

2. CozgaguM npoueaypy ¢ BXOJHBIM MapaMeTPOM

3. Cozaaum npouesypy ¢ BXOJHBIMU ITapaMeTpaMu

4. Co3zpauM npoLeaypy € BXOAHBIMHU IapaMeTPaMM M BbIXOJHBIM TapaMeTpOM:

5. Cozaaum npouesypy ¢ BXOJHbIMM IapameTpaMu u RETURN:

3aganuve

HanucaTp ¢yHKIIMU Bo3Bpallalolie 3Ha4YeHUs onpe/ie/iEHHbIE B IYHKTE 5
JlabopaTopHO# paboThl Ne3.
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Tema 7. Oco0eHHOCTH SI3BIKOBBIX CPEICTB

JlaGoparopHnasi padora Ne 5 (4 yaca). «Pe3epBHOe KonupoBaHue 0a3bl JAHHBIX.

[enb paboTer: O3HaAKOMIIEHHE C BO3MOXXHOCTSMH IO CO3/IAaHUIO PE3EPBHBIX KoMK 0a3
JAHHBIX PA3IUYHBIX TUIIOB.

3ananne

— Co3nath pe3epBHYIO KOMHIO 0a3bl JaHHBIX.

—  VYnpanuth 0a3y JaHHBIX.

— BoccranoButh 6a3y TaHHBIX U3 PE3EPBHOMN KOHUH.

—  Co3naTh HHKpEMEHTAIBHBIN OeKar 0a3bl co CIEAYIOMUMHU TapaMeTPaMH:

o Juddepennumanbublii - B moHenenbHuk B 8:00.
o WHKpeMeHTalIbHBIN - KaXKable 4 qaca
o Kypnan tpanzakuuii - kaxaeie 10 MUHyT.

- OcTtaHoBUTH 0a3y JaHHBIX.

- BoccranoButs 6a3y ganubix Ha 15:30 BTopHuKa.
JlomomuauTenpHas HHDOpMAITUS:

1. Bocranosiuenune 6a3 maHHBIX U3 pe3epBHON Komuu Ha Powershell
2. Cosnanue pe3epBHOi konun 0a3pl JaHHBIX Ha Powershell

Mopenab BoccTaHOBJIeHHs 0a3bl JaHHBIX MS SQL

B MS SQL 6a3e naHHBIX €CTh HECKOJIBKO MOJICJICH BOCCTAHOBIICHUS 0a3 JIaHHBIX.
Mosenu BoccTaHOBICHUS 0a3 JaHHBIX

[IpocMoTp AelCTBYIOIIEN MOJEIN BOCCTAHOBJIEHUS TAHHBIX

SELECT name, recovery model desc
FROM sys.databases
WHERE name — 'V14'

J1J1s BKJTFOUEHUSI CUCTEMBI TIOJTHOTO BOCCTAHOBIIEHUS 0a3bl OAHHBIX CJIEIYET yKa3aTh 3TO
B HacTpoiikax bJI.

Xoa paGoTsl

1. Co3manum pe3epBHYIO KOMHUIO 0a3bl JaHHBIX.

2. PesepBHOIO KOMHIO 0a3bl JAHHBIX TAK)KE MOXKHO CHENaTh M3 KOHCOJH, HAPUMEpP Ha

PowerShell
3. Ilpou3BoauM BOCCTaHOBJIEHUE 0a3bl JAHHBIX U3 PE3EPBHOM KOMUHU
4. BoccraHoBieHHEe MOXKHO TipoBecTH u3 Powershell

Restore-SqlDatabase -ServerInstance "MSSQL\SQLEXPRESS" -Database "V14"
BackupFile "C:\Backup\V14.bak"

4. Co31aHue HHKPEMEHTAJbHBIX pe3epPBHBIX KON
Bunmanue! B penakuun MSSQL Server Express cimyx6a MSSQL Agent He paboTaer.

Jlg BeImosiHEHUS 3aaHus Bocnosb3yeMcs "I nannpoBiuk 3aganuii”.
1. Hanmmem ckpunT JUist BBIIOJIHEHUS MTOJIHOTO PE3EPBHOTO KOIMPOBAHUS

Backup-SqlDatabase -Serverlnstance "MSSQL\SQLEXPRESS" -Database "V14"
BackupFile "c:\Backup\V14.bak"

2. CoxpansieM cKpuIT B (paits ¢ pacmmpenuem psl
3. HanwuieMm CKpunT 715 BBIIIOJIHEHNS HHKPEMEHTAIBHOTO PE3EPBHOI0 KOMMMPOBAHUS
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Backup-SqlDatabase -Serverlnstance "MSSQL\SQLEXPRESS" -Database "V14"
BackupFile "c:\Backup\V 14 inc.bak" -Incremental

4. CoxpansieM CKpUIT B (haiis ¢ pacmpenueM psl

5. 3anyckaem [InanupoBIuK 3a1aHui

6. Coznaém npocryto 3anady

7. BriOupaem pacnmcanue 3amycka 3a1aun.

8. Bce nononHuTeNbHBIC YCTOBHS 3alycKa 3a/IaHUs OCTaBIIsIeM TO-yMOI4aHut0. Ux
MO>KHO U3MEHUThH B JlajbHEHUIIEM.

9. YcranaBnuBaeMm 3a/1auy: 3amyCTUTh IPOTpaMMy

10.  VkaseiBaem myTh 10 Powershell, B aprymenTax ykaspiBaeM IyTh 10 CKPHIITA,
BBITTOJIHSOILIETO PE3EPBHYIO KOIUIO JaHHBIX.

1. CoxpaHsieM 3aady.

12, 3apgava mosBWIach B CIUCKE 3a1ady. E€ MOXXHO OTpeJakTUpOBaTh M yKa3aTh

TOYHOE pacIUCaHUE 3aIyCKa MPOTPaMMBbl, a TAKKe YUYETHYIO 3aIlMCh IOJIb30BATENsl OT UMEHH
KoTOporo Oynet npoucxoauts Bxoa B MSSQL cepsep.

13. Co3naére BTOPYIO 3a7ady ISl BBIMIOJHEHUS PE3EPBHOIO KOMMPOBAHUS KypHaia
TpaH3aKLUH.

14. 3amyctuTe CO3JaHHBIC 3a7a4H.

15. [IpoBepbTe NPaBUIBHOCTb CO3/IaHUS pE3ePBHBIX KOMUH.

JlaGoparopnass padora Ne 6 (4 uaca). «MoaeaupoBaHue HArpPy3KH H OII€HKA
NMPON3BOAUTEIbHOCTH PeJISIIUOHHBIX 023 JAHHBIX).

Henb 3amanus: pa3paboTka NPUIIOKEHUS ¢ MAaKCUMaIbHBIM OBICTPOACHCTBHEM, KOTOPOE
npuHuMaeT HTTP-3ampocel OT KIMEHTOB, BBINOJIHAET JEHCTBUE, NIPEAYCMOTPEHHOE BAPUAHTOM
3a1aHus U 3aMUChIBAET pe3ynbTathl B b/I.

Cneunundukanus 3aganus

— SI3bIK pa3paboTKH NPUIIOKEHUS — JIF000H SI3BIK BBICOKOTO YPOBHS

— CYB/] - MySQL/PostrgeSQL u MS SQL

— KuuneHT — BHewHss nporpamma, TeHepupylomias MOTOK Coo0IeHni PUKCUPOBAHHOTO
comepxkanuss B Qopmare  HTTP-nakera  (mpemyaraercs — HWCHONB30BaTh  Jmeter,
http://jmeter.apache.org/)

— IIporokon oomena coobmenusmu — HTTP

TpeGoBaHus K KIMEHTCKOH YaCTH

1. KinueHTckuii MOysb OJbKeH renepupoBath nmorok HTTP-3anmpocoB ¢ MakcumanbHO
BO3MOXHOH CKopocThIo uepes 3anpoc Tuna GET, nanpumep: http://localhost/?cl_cod=m1

2. ®opmat coobmieHusi: Koa kjmeHTa - CHMBOJIbHAs KOHCTaHTa, MO KOTOPOW MOKHO
OJTHO3HAYHO HMJIEHTH()ULIMPOBATH KIUEHTA, MpHCIaBIIEro coodmenne. Kaxaplii KIMEHT nMeeT
CBOM YHUKAQJIbHBIM KOJ. JlOMOJHUTENbHBIE TMapaMeTpbl 3ampoca, KOTOPBIE 3aBUCIT OT
KOHKPETHOTo BapuaHTa 3aganus (cMm. Tabmuiy 1).

3. KimuenTckas 4acTh JOKHA YIPABIATHCS CIEAYIOIIMMU TapaMeTpaMu:

—  HWmsa moaynsa — uaeHTU(UKATOP, YHUKAIBHO WACHTU(GHUIMPYIOMAs KIWEHTa (KOX
kinuenTta). Hampumep, ml.

- Bpewmst paboTbl MOy B CEKyHAaX — TapaMeTp, ONPEACISIOINNA BpeMs, B TCUCHUH
KOTOpPOTO MOAYJIb IOJKEH TeHEPUPOBATh MAKETHI.

- WHTrepBan 3aiepKKu — NapaMeTp, OINPENCISIONINI BpeMsl 3aJEpKKH MEKIY
OTIIpaBKaMHU MAKETOB B MUKpOceKyHaaxX. Eciu 3ToT mapameTp He yka3zaH, TO MOJ1yJIb TeHEpUPYET
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MaKeThl ¢ MAKCUMaIbHO BO3MOKHON MHTCHCUBHOCTBIO 0O€3 3aJIepIKEK.

4. B koHie pabOThl, MOIYJIb BBIIaeT MH(POPMAIUIO O TOM, CKOJIBKO TAKETOB OBLIO
OTHPABIJICHO Ha CEPBEP.

Buaumanue! Bee ati nepeuncnennbie TpeOOBaHMs TTO3BOJISET yAOBIECTBOPUTH Jmeter (cM.
Belmie), mosToMy peann30oBbIBaTh KIIMEHTCKYIO YacTh HE 00s3aTeIbHO.

TpeboBaHus K cepBepHOIl YacTH

CepBepHass 4YacTh TMPEACTaBISET COOOW MHOTOMOTOYHOE TMPHIOKEHHE, KOTOpOe
MO3BOJIIET NPUHHUMATH 3alpPOChl OT KIMEHTA, BBIMOJIHATH BBIYMCIEHUE COTJIACHO BapHaHTY
3aJaHMsl ¥ TIOMEIATh pe3ysbTaTsl paboTsl B B/I.

AJIropuT™M padoThl CEPBEPHOTO NMPHUJIOKEHH S

- [Ipunsats HTTP-3anpoc

- Pazo6pare mapamerpsl GET 3ampoca, BeIIeTUB U3 HETO KOJ KJIMEHTa U HOMEp MaKeTa

- Onpenenuts [P-aapec ucTounnka cooOIeHus

- ChopmupoBaTh AaTy W BpeMmsl MPUXOJa 3ampoca, Kak TEKyllee BpeMsl Ha CTOPOHE
cepsepa

- Bemmonuute neiictBre, mpeayCMOTPEHHOE BapuaHTOM 3aanus (cM. Tadmwuiy 1)

- 3anmcarp B Tabmuny bJl momydeHHYIO OT KJIHMEHTa WHGOPMAIUIO + Pe3yJbTaThl
BeynciieHnii + I[P ampec ucrounuka + nary u Bpems noiydenus 3ampoca. (CTpyKTypy JaHHBIX
JUIS XpaHEHUs Pe3yJIbTaTOM pa3padoTaTh CaMOCTOSITEIBHO).

TpeOoBaHMsl K NPOBEIEHNIO IKCIIEPUMEHTA

- DKCTIEpUMEHT CJIeIyeT MPOBOAUTh TAaKUM 00pa3oM, 4TOOBI OBLIO 3aMyIIEHO HECKOJIBKO
KJIMEHTOB C PAa3JIMYHBIX XOCTOB.

- llens sKkcrepuMeHTa — «BBDKATh» MaKCUMalbHOE OBICTPOJCHCTBHE M3 CEPBEPHOTO
npuioxenus OpHEHTUPOBOYHBIC TIOKaszatenu: MwuHuManbHOe ObicTpozeiicTBue — 1000
3aMmpocoB/ceK

IIpenocraB/ieHune pe3yjbTarTa

[To oxoHwanuu pabOTHI MPEIOCTaBUTH PabOUyI0 MPOrpaMMy H OTYET O pe3yJbTaTax
MIPOBEJCHUS SKCIIEPUMEHTA C YKa3aHUEM CJIEeIyIONINX apaMeTPOB:

® OIMCAaHUE CXEMBI ITPOBE/ICHUS IKCIIEPUMEHTA

® yKa3aHHe KOJMYECTBA XOCTOB KIMEHTOB, C KOTOPHIX OCYIIECTBIISJIACh OTIPABKA MaKETOB

® MaKCHUMAaJIbHO TTOJTyYE€HHOE OBICTPOACHCTBHE (3aIIPOCHI/CEK)

® MIPOIIEHT MOTEPh MAKETOB (€CIM OHU MPOU3OLILIH B PE3yJIbTAaTE IKCIIEPUMEHTA)

® yKa3aTh MPUYHHY, M0 KOTOPOH JajabHEHIee yBeTudeHNuEe ObICTPOACHCTBUS HEBO3ZMOKHO
(HATH y3KOE MECTO).

e OnrcaHue BBIITOJIHSIEMOIO JEUCTBUA

ITapameTpsl 3anipoca

1. Berancnenue omnpeneneHHoro uaTerpana f(x) = x*sin(x) MeTo10M MpsSMOYTOJILHUKOB
A u B — npenensr uaTerpupoBanus, h - mar

2. Brruncnenue omnpeneneHHoro uaTerpana f(x) = x*cos(x) MeToqoM mpsIMOYTOTHHUKOB
A u B — npenensr uaTerpupoBanus, h - mar

3. Beruucnenue onpeneneHHoro uHTerpaia f(x) = x*e-x MeTooM mpsMOYTOJIbHUKOB A
u B — npenens! uHTerpupoBanus, h - mar

4. Brrumncnenue omnpeaeneHHoro uarerpana f(x) = sin2(X) MeToI0M IPSIMOYTOJIbHUKOB A
u B — npenens! uaTerpupoBanus, h - mar

5. Beruncnenue ompesaeneHHoro uHTerpana f(x) = cos2(x) METOAOM MPSIMOYTOJILHUKOB
A u B — npenensr uaTerpupoBanus, h - mar

6. Breruncnenue onpeneneHHoro uarerpaia f(x) = x*sin(x2) MeTo10M NpsMOYTrOJILHUKOB
A u B — npenensr uaTerpupoBanus, h - mar
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7. Berumcnenue — ompeaeneHHoro — wHTerpama  f(x) = x*cos(x2) wmeromom

NpsIMOYTOJIBHUKOB A 1 B — mpenensl uHTerpupoBanus, h - mar

8. Brrancnenue onpeseneHHoro uarerpaia f(x) = x2(e-2x) MeToIoM MpsSMOYTOJILHUKOB
A u B — npenensr uaTerpupoBanus, h - mar

9. Brruncnenue onpeaeneHHoro uurerpania f(x) = x*sin(x) merogom tpanennii A u B —
npeJenbl MHTerpupoBanus, h - mar

10.  Beruucnenne onpeneneHHoro uHTerpana f(x) = x*cos(x) Meronom Tpameuuii A u
B — npenenst unTerpupoBanus, h - mar

11.  Brruucnenue omnpezaeneHHoro unrerpaia f(x) = x*e-x meronom Tpanenuii A u B
— MpeAesbl MHTErpUpOBaHus, h - mar

12.  Beruucienwue onpeneiaeHHoro uarerpaia f(x) = sin2(x) meromom Tpamneruiit A u B
— MpeAesbl MHTerpupOBaHus, h - mar

13. Brrancnenue onpeneneHHoro uarerpana f(x) = cos2(x) meronom tpanenuii A u B
— MpeAesbl MHTErpupoBaHus, h - mar

14.  Beruucienne onpeneneHHoro naterpana f(x) = x*sin(x2) merogom Tpamenuii A u
B — npenensl unTerpupoBanus, h - mar

15.  Beruucienne onpeneneHHoro uarerpana f(x) = x*cos(x2) Meromom Tpanenuit A u
B — npenensl unTerpupoBanus, h - mar

16. Brruncnenue onpeneneHHoro unrerpaia f(x) = x2(e-2x) MerogoM tpanenuii A u
B — npenensl unTerpupoBanus, h - mar

17.  Beuucnenue ompeaeneHHoro uHTerpana f(x) = x*sin(x) meromom mapaboi
(meton Cumrncona) A u B — npenenst nuaTerprpoBanus, h - mar

18.  Beruucnenume ompeneiaeHHoro wuHTrerpaiga f(x) = x*cos(x) Meromom mnapadon
(meton Cumrncona) A u B — npenenst nuaTerprpoBanus, h - mar

19.  Beruucnenne ompeneneHHoro uaterpana f(x) = x*e-x merogom napabos (MeTon
Cumncona) A u B — npenensr uaterpupoBanus, h - mar

20.  Beraucnenue onpeaeneHHoro uHTerpana f(x) = sin2(x) meromom mapabdon (MeTos
Cumncona) A u B — npenensr unterpupoBanus, h - mar

21. Brrancnenue onpenenenHoro uHTerpana f(x) = cos2(x) Meromom napadon (MeTo
Cumncona) A u B — npenensr uaterpupoBanus, h - mar

22.  Braucnenuwe ompenernieHHOTo wHTerpana f(x) = x*sin(x2) meromom mapaboin
(meton Cummncona) A u B — npenenst nuaTerpripoBanus, h - mar

23.  Brruucnenue ompezaeneHHoro uHTerpana f(x) = x*cos(x2) Meromom mapabo
(meton Cumrncona) A u B — npenenst nuHTerpripoBanus, h - mar

24. Brerancnenue omnpenenenHoro uHterpama f(x) = x2(e-2x) merogoMm mapadboi

(meton Cumrncona) A u B — npenenst nuHTerprpoBanus, h - mar

Paznen 3. Joctyn k B/1

Tema 10. Mexanusm poJieit

JlaGoparopHasi padora Ne 7 (4 yaca). «Pabdora ¢ HepeJSIIHOHHBIMHM 0a3aMH JAHHBIX
(noSQL)».

llenb 3a/laHus: HAy4YUThCSA Ucnosib3oBaTbh noSQL B/l asisg xpaHeHHs U 06pabOTKHU
vHdopMaluu.

3aganue: MoaudunypoBaTh J/p Ne6 TakuM o6pa3oM 4To6bl B KadyecTBe CYB/]
ucnoJsib3oBasacb noSQL TexHosorus. IlpoBecTu aHaJOTMYHBbIE 3SKCIEPUMEHTHI U
NOMECTUTD Pe3yJIbTaThl IKCIEPUMEHTOB B OTYET.

Cneuucdukauus 3aaHus: A3bIk pa3paboTKU NPUJI0KEHUS — JIFOO0U A3bIK BBICOKOTO
ypoBHA CYB/] - noSQL (Redis, Hadoop, MongoDB u T.11.) KiiieHT - BHelHsAsA nporpaMma,
reHepupymouiasi MoTOK coo6uieHud (UKCUpPOBAaHHOrO cojepxkaHuss B ¢opmarte HTTP-
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naketra (mpeaJsiaraeTcsi WCHOJib30BaTh Jmeter, http://jmeter.apache.org/) IlpoTokon
o6MeHa coobuieHUssMU — HTTP TpeboBaHus K cepBepHOM YacTH:

MoauduupoBaTb CEpBEPHYI0 YAacTb TaKMM 06pa3oM 4YTOObl Beslach 06paboTKa
3amnpocCoB.

AnropuTM paboThl CEpBEPHOI0 NPHUIOXKeHUA 1.

[Ipunate HTTP-3anpoc 2. Pa3zo6pats napamerpsl GET 3ampoca, BbiAeNUB U3 HETO
KOJ, KJWeHTa UM HoMep mnaketa 3. OmpegenuThb IP-agpec ucTouHMKa cooOlieHUs 4.
CdopmupoBaTh JaTy U BpeMs MPUX0/a 3alpoca, KaK TeKylllee BpeMsl Ha CTOPOHe cepBepa
5. BbINOJIHUTL JeiCcTBUE, NPeAYyCMOTPEHHOEe BapuaHTOM 3ajaHus (cM. Tabaunmy 1) 6.
3anucaTh B Tabuuny B/l mosyyeHHyr OT KJjaveHTa HWHPOpPMalUI0 + pe3ysabTaTbl
BbluMcaeHUud + [P agpec ucTtouyHuka + Aaty u BpeMsi mosiydeHus 3ampoca. (CTpykTypy
JIQHHBIX J1J151 XpaHEHUs pe3yJbTaTOB pa3paboTaTh CAMOCTOSITEJBHO).

Tema 12. Kontpoasb nesoctnoctu BJJ

JlaGoparopHasi padora Ne 8 (4 yaca). «Tpurrepbi».

Teoperuyeckass yactb. Tpurrep, mogoOHO XpaHUMON HPOLEAYpE, MPEACTABIIET COO0M
COXpaHEHHBIN Ha cepBepe HaObop mHCTpyKIui SQL. [maBHOE OoTiIMYMe 3aKII09aeTCsl B TOM, YTO
€ro HEBO3MOXHO BBIIIOJHUTH BPY4UHYIO ¢ noMmoipto komanasl EXEC. Tpurrep BbI3bIBacTCs Ha
BBIMIOJIHEHUE HE T0JIb30BaTelIeM, a MPUKPEIUIIETCS K ONpee]eHHON Tabauie U MHUIUUPYETCS
caMuUM cepBepoM 0a3 JaHHBIX KaK OTKJIIMK Ha COOBITHS BCTAaBKH, OOHOBICHUS W YyIaJICHUS
JaHHBIX M3 ATOM TaOJMIIBI, T.€. TPUITEpP BBHIMOIHSIETCS ABTOMATHYECKHM KaK YacTh Camoro
oreparopa MOAM(HUKAIMKA JAaHHBIX. TpUITEp Ha BCTaBKY 3allyCKaeTcs, Korja B TaOmuIy
BCTaBJISIETCSl HOBas 3amluch. TpUITep Ha yJajleHHe 3alycKaeTcs, Korja W3 TaOMullbl yhalsercs
HEKOTOpasi 3amuch. Tpurrep Ha OOHOBIIEHHE 3aIyCKaeTcs, KOrjJa HEKOTOpas 3aluch TaOIMIbI
n3MeHsiercs. Kpome TOro, MOXHO OIpPENENUTh TPUITEP, PEArupyrolInid Cpa3y Ha HECKOJIBbKO
pasHBIX THIIOB oOmepanuii MoauuKaluy, HampuMmep Ha OOHOBIEHHE M BCTaBKY. Tpurrep
BBITOJHSETCSI BHYTPU TOTO € MPOCTPAHCTBA TPaH3aKIUH, YTO U Omeparop MoauduKaluu
JAHHBIX, MO3TOMY OTKaT TPaH3aKLUHUU B TPUITEPE OTMEHSAET M CaMy HCXOJHYIO OIEpalUio
MoIU(UKALUN JaHHBIX.

Tpurreps! — HanOonee MOLTHBINA HHCTPYMEHT MOJIEPKAHUS 1IeTOCTHOCTH 0a3bl JaHHBIX,
MOCKOJIbKY OHU MOTYT BBINIONHATH JIIOObIE HEOOXOAMMBIE IJIsi TMOJAEpKaHMS LETOCTHOCTHU
JAaHHBIX JEeUCTBHUA:

. CpaBHUBaTh TpPEAIIECTBYIOIIME M HOBbIE BEPCUU JaHHBIX. B OonbmIMHCTBE
CllyuacB B MOMEHT BBIIIOJHEHHUSI TpPUITEpa HEOOXOIUMO 3HATh, KAaKHE€ HW3MEHEHHUS ObLIM
BBITMIOJTHEHBI HCXOHBIM OINEepaTopoM Moaudukanuu naHHbiX. CBeeHus: 00 3TOM MOXKHO HAalWTH B
tabnumax inserted (BcraBneHubie) u deleted (ymaneHHBIE), KOTOpBIE CTAaHOBATCS JOCTYIIHBI
BHYTpU Tpurrepa. ITH TaOnuubl — (HaKTUYECKHU MPEICTaBICHUs CTPOK B (paiiyie perucrpanuu
TpaH3aKIMH, KOTOphIe OBLIM M3MEHEHBI OIEeparopoM M MMEIOT CTPYKTYpPhl U MMEHa CTOJIOLOB,
UJCHTUYHBIE TaldMIe, KoTopas HM3MEHWJIach. TakuM oO0Opa3oM, OLEHUTb, KakKhMe HMEHHO
M3MEHEHUs1 ObUTM TIPOM3BEJCHBI B TAOIHIIE, MOXKHO HCCIENys coiepxumoe Tabmui inserted u
deleted, kak mMokazaHoO B ClIEAYyIOIIEH TaOIHIE, U COOTBETCTBEHHO MPEANPUHUMATh T€ WIIA UHBIC
JIeCcTBUS B 3aBUCHMOCTH OT OOHAPY>KEHHBIX Pa3IHuni.

Omneparop Conep:xumoe Tadaunsbl inserted Conep:xumoe Tadaunsbl deleted
INSERT Jlo6aBieHHbBIE CTPOKU ITycro

UPDATE HoBsbie cTpoku Crapble CTpOKH

DELETE ITycro VYnan€Huele CTpoKU

* OcCyHecTBISATh OTMEHY HEAOMYCTHMBIX MOIUGUKAIMNA TOCPEACTBOM OTKara
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TpaH3aKIHUU. DTO BO3MOXKHO Onaromapsi TOMY, 4TO TPUTTEp 3alycKaeTcs B paMKaxX TpaH3aKIIMH
HCXOJHOU omepanuy MOAU(PUKAIINY TaHHBIX.

- OcyIecTBIsATh CYUTHIBAHUE U3 JPYTUX TAOJHII.

- U3meHsTh pyrue Tabnuibl.

- BoimonHATh XpaHUMBIC TPOLIEAYPHI U PYHKIIUH.

Kak mpaBuio Tpurrepsl HCHONB3YIOT Ui pealu3aldy  CIOXKHBIX OrpaHUYEHHH
[[EJIOCTHOCTH, KOTOPbIE HE MOTYT OBITh 00paOOTaHBI MOCPEACTBOM THIIOB JTAHHBIX, OOBIYHBIX
OTpaHUYEHUH, NEKJIApaTUBHOM CCHUIOYHOW IEIOCTHOCTHIO, HAlPUMEp, peaiu3alusl CIOKHBIX
OTpaHWYEHUH CTOJIOIOB WM TEHEPUPOBAHHUE CIOXKHBIX 3HAUYCHUH 0 YMOIYAHUIO, OCHOBAHHBIX
HA JIaHHBIX B APYTUX CTPOKAX WM TabIuIax.

[TorpeOGHOCTh B TpHUITEpax BO3HHUKAET TOTIA, KOTrJa TpeOyeTcs aBTOMaTHYecKasl peaKiust
0a3bl JaHHBIX Ha OIpEACIICHHBIC ACHCTBUS TMosb3oBarens. K mpumepy, korma u3 paboueit
TaOIUIBl yOAISIETCs 3aliCh, BIOJHE BO3MOXKHO, YTO HEOOXOAMMO COXPaHUTh €€ B HEKOTOPOW
JOTIONIHUTEIBLHONW apXMBHOM TabiuIle AJs MOCIEAYIOIIEro ayauTa. JTO MOXKHO OCYIIECTBHUTD,
CO3/1aB TPUITEp HA yHaJeHHWE B MEpBOM TaOmuIle. B MOMEHT yhmaneHus 3amucH 3TOT TPUITEP
OyZeT BbI3BaH Ha BBINOJNIHEHUE. B 3T0 BpeMs OH emie OyaeT UMETh JOCTYI KO BCEM yAalsieMbIM
JTAHHBIM U CMOXET UX CKOMMPOBATh B KAKOE-TNOO APYroe MecTo.

Tpurrepsl Takke HUCIOJB3YIOT B 0Oojiee CIOKHOWM M THOKOH ¢opMe orpaHUYCHHH.
OrpanudeHusi TMMUTHPOBAHBI TOJIBKO TMpEIeIaMH OTHOW TaONUIIbl, B TO BPEMSI KaK TPUTTEPHI
NOTEHIUAJIbHO HMEIOT JOCTyHn KO Bced 0Oa3ze naHHbIX. [lpeamonoxum, 4To HE0oOXOAMMO
pa3pemuTh MPUHUMATH 3aKa3bl TOIBKO OT T€X KIUEHTOB, KOTOPHIE HE UMEIOT 33JJ0JIKCHHOCTEH
0 yXX€ MMEIOIIMMCS cueTaM. B 3ToM ciayyae MOXHO CO34aTh TPUITEP HA BCTaBKY, KOTOPBIN
MpOBEpsieT JTaHHOE MPABUJIO U B CIydyae HEOOXOIMMOCTH OTMEHSET HCXOAHYIO OIEpaIrio
BCTaBKHU (OTKAaThIBACT TPAH3AKIIHIO) C BEIOPOCOM COOTBETCTBYIOIIETO COOOIICHUS 00 OIIHMOKeE.

OOmmii cuHTaKcUC 3ampoca Ha cosfgaHus Tpurrepa B T-SQL BBIDISIIUT CIETYHOIIAM
obpazom:

CREATE TRIGGER ums_tpurrepa ON ums_tabmunsl AFTER INSERT
UPDATE DELETE | | AS | uacrpykuuu T-SQL

IIpu cozmaHumM Tpurrepa yka3bplBaeTcsi €ro HMMs, MM TaONMMIbl, A KOTOPOM OH
omnpenensiercsi, M COOBITUS, TPU BO3HUKHOBEHHH KOTOPBIX OH JOJDKEH BBITOTHATHCS
(mepeuncinenne mocie kmodeBoro ciaoBa AFTER). Otu  coOBITHST COOTBETCTBYIOT TpEM
orepanusM MOJU(HUKAIWK JaHHBIX: BCTaBKa, OOHOBJIeHHWE W yxaneHue. Ilpu 3TOM TpuUrTep
3allyCKaeTcsl OJMH pa3 Ha KaXIyl0 OIepanuio MOAU(HMKALMK JaHHBIX BHE 3aBUCHUMOCTH OT
KOJINYECTBA 3aTPOHYTHIX 3TOH Ollepallel 3auce.

3aganue

Buumanwue! Bee Tpurreps! JOKHBI BBITIOIHATE OCMBICIIEHHBIC OTIEpallvy ¢ Ballel 6a3oi
JAHHBIX

1. Coznare Tpurrep Ha insert

2. Co3znars Tpurrep Ha update

3. Coznars Tpurrep Ha delete

Pasnen 4. AnmunncrpupoBanne CYB/{

Tema 13. B3aumopeiicrBue CYB/I ¢ 6azoBoii OC

JlabopaTopHas padora Ne 9 (4 yaca). «Co3nanmne 6a3bl JAaHHBIX).

Ecnm BBI emie He co3maBanu Ha cepBepe 0a3y MaHHBIX - MOXKHO BOCIIOJB30BaThCS
CKPUIITOM I OBICTPOTO CO3AaHUs 0a3bl ¢ TAOIUIIAMHU.
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People | | Users | | Secrets
1 1
: = -
name person_id user_id
1
second_name username lII asym_secret

gender password sym_secret

date_of_birth email

[Tpumep co3manus 3-x Tabnuu: People, Users, Secrets.

JlabopaTopnasi padora Ne 10 (4 yaca). «Opranusanus gocryna k CYBJIy.

YcTaHOBUTH BO3MOXHOCTH TpoBeAeHUs: ayreHtudukanuu B CYBJl cpencrBamu
Onepaunonnoii cucrempl 1 CYBJl. Co3nate monp30oBaTenst user 0S KOTOPBIA HCIIOJIB3YET
aBTopuzanuio OC u npeaocTaBUTh eMy IpaBa JUist uTeHus 3-x Taliui u3 06a3bl JaHHBIX U 3aIpPeT
Ha JIOOBIe NEHCTBUS B Apyrux Ttabmunax. [IpomeMoHCTpUpOBaTH BO3MOXKHOCTH MONyUYEHUS
JocTyna K JaHHBIM Ioyib3oBareneM M oTka3 joctyma. Co3mare monb3oBarens user db u
MPEIOCTaBUTh €My JOCTYH K JIpPYruM 3-M Tabmuiam 0a3bl JaHHBIX U pa3peliuTh J00aBIICHUE
3anucei B TaOJIUIly C MEPCOHAIbHBIMU JaHHBIMHU, HO 3alPETUTh U3MEHEHHE U YTCHHE JTaHHBIX U3
9TOU TaOIUIIBL.

1. Co3nate HOBy poidb B CYBJI, co3maTh HOBBIX MoOdb30BaTeNiel user role os u
user role db u comocraBuTh WX C HOBOH poJbl0 cepBepa. Ha3zHauumTh mpaBa ans poid -
BO3MOXXHOCTh CO3JaHMsI pe3epBHBIX Komuii 0a3 maHHbIX. [IpousBecTH pe3epBHOE KOMUPOBaHUE
0a3bl JaHHBIX ¥ BOCCTAHOBUTH 0a3y NaHHBIX U3 PE3CPBHON KOTIHH.

2. IlpoBepsiem, uTo B Bamiel 0a3e MaHHBIX CO3/IaHBl KAK MUHUMYM 4 TaOJIUIIBI, OJTHA W3
KOTOPBIX COJEPIKUT MepcoHanbHbie qanHble. CM. JlTabopartoprast pabota Nel.

3. B cBoiicTBax SQL cepBepa, Ha BKJIaJiKe 6€30MaCHOCTb POBepPsiEM, YTO BKJIIOUEHA
BO3MOXHOCTb ayTeHTUUKaluu cpefcrBamu OC, a Takxke cpegcrBamu SQL Server.

Bunmanue! BoeimoHss 1abopaTopHyo padoTy B KOMITBIOTEPHOM KJ1acce
BbI HE MOKETE U3MEHUTH JIaHHYIO HACTPOMKY cepBepa.

4. TlpenoctaBieHue MpaB MOJIb30BATEIIEM.

login: mssql_user ad@lab24b.ulsu.local
pass: Gthjkm24, (ITapons246 - eciu cMOTpETh Ha pycckue OyKBBI Ha KJIaBUATYpE)

3anyckaeM MMS u3 nox yuétHoi 3anucu mssql user ad.

runas /user:mssql_user ad@lab24b.ulsu.local cmd

Haxxumaem Ha cBoiicTBa sipsibika MMS u konupyeM ero myTh.

Bcrapnsiem B TepMuHa, 3aMyIICHHBIA OT UMEHU MMOJIb30BaTeNss mssql user a

5. [IpenocraBiienre 1OCTyMa MOIL30BATENIO K Ballleil 6a3e JaHHBIX.

ITox cBoeil yuéTHOM 3amuChio, B CBOEH 0a3e JaHHBIX mepexoauM: bezonacHocTh-
>[lonb3oBaTenu. B koHTEeKCTHOM MeHI0 BbiOUpaeM «Co3/1aTh MOIb30BATEIS».

N3mensiem Tum nonb3oBatenst Ha Windows ¥ BBOJMM IOTHOE UMS TOJIh30BATEINS WITH
MIPOU3BOJUM €T MOUCK.

6. [IpenocraBiienne nocTyna mojas3oBareito K OObekTaM 0a3bl TaHHBIX.

ITox cBoeil yuéTHOM 3amuChio, B CBOEH 0a3e JaHHBIX mepexoauM: bezomnacHocTh-
>[lonb3oBaTenu. B KOHTEKCTHOM MEHIO BEIOMpAEM MOIb30BaTENs 11 KOTOPOTO Mbl XOTUM
M3MEHHUTH MIpaBa OCTyIa K 00beKTaM 0a3bl JaHHBIX.

B xoHTEeKCcTHOM MeHI0 HaxkuMaeM « CBOMCTBa» M MEPEXOIMM B BKIAJKY «3alluIIaeMble
o0bexTh». Haxkxumaem «Haiiti» u Beioupaem «Bce THIb 00beKTOBY. B 0kHE BBIOMpaem
HY’KHbIE BaM 00BEKThI 0a3bl JaHHbBIX.

YcranaBiMBaeM HYXHBIH YPOBEHb TOCTYyIa K OOBEKTY.

OOpaTtuTe BHUMaHKE, YTO JAOCTYI K TabiuIe MOXKHO MPEIOCTaBUTh JIJIs
KOHKPETHBIX CTOJIOLIOB.
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7. I[IpoBepsieM HOCTYI K 00BEKTY U3-TI0J] YYETHOM 3aMUCH MOJIH30BATEIS.

OObpaTtuTe BHUMaHKE, YTO AOCTYI K TabauIe MOXKHO MPEeIOCTaBUTh JIJIs1 KOHKPETHBIX
CTOJIOIOB.

8. IlpoBepsieM OTCYTCTBUE AOCTYMA K IPYTUM TabnuiaM 0a3bl JaHHBIX.

9. Co3pmatk monb30BaTelisi ¢ aBTopu3anueit yepes 6a3y nanasix MSSQL.

10. [ns BXOo#a m3-moJ y4€THOM 3amMMCH JAHHOTO IMOJIb30BATENs OTKPBIBAEM €lIE OJHY
MMS u BeIOupaem npoBepKy nomuHHOCTH SQL cepBepa.

11. Iloxg cBoeit yuéTHOW 3ammChIO [00aBIsieM TOJB30BaTeNs K 0Oaze maHHBIX. U
yCTaHABIIMBAaEeM HY>KHBIC ITPaBa.

12. TIpoBepsiem mpaBa 10CTyNa U3-1o1 YYETHOU 3amucu user db.

13. Co3naém HOBYIO pOJIb B Oa3e JaHHBIX.

14. JloGaBmnsieM mpaBo Ha CO3aHUE PE3EPBHOMN KOMUHU 0a3bl TaHHBIX.

15. Jlo6aBnsieM ponb K MOIB30BaTENIO, Haripumep user _db.

16. Co3maém pe3epBHYIO KOTHIO 0a3bl JaHHBIX.

Buumanne! CoxpaHeHue pe3epBHON KONUM Ha CcepBepe HYKHO IPOU3BOAHTH
TobKko B karanor C:\Backup\

17. PezepBHBIC KONTUU 0a3bl JAHHBIX MOKHO CKa4aTh ¢ cepBepa 0a3bl JAaHHBIX 10 aJIpecy:
\\mssql\Backup\

18. IIponsBecTy BOCCTaHOBIIEHUE 0a3bl JAHHBIX U3 PE3EPBHOM KOIHH.

Tema 15. Cpeacrsa co31aHHA pe3epPBHbIX KONMA M BOCCTAHOBJIEHHE 0a3 TaHHBIX

JlaGoparopuas padora Ne 11 (4 uaca). «Co3nanue XpaHwauma uHoOpMaANUH O
JIOTMHAX M NapoJiAX noJb3oBareiei B b/I».

1. XpaHneHue mapoJieii TOJDKHO OBITh B 3aIIMIIEHHOM BH/IC.

2. JIoCcTymn JAaHHBIM TOJIb30BATEIS MOXKET OBITh MPEIOCTABICHO OJHOBPEMEHHO TOJBKO
JUISL OJTHOTO ITOJIb30BATEI.

3. Bes wuHpOpMamus o0 MONyYeHHH [OCTyNna K JaHHBIM IIOJIb30BaTeNs JOJDKHA
3alMChIBATHCS B COOTBETCTBYIONINH KypHAI 10cTyna. Xoa padoThbl.

Xoa paGoTsl

Microsoft SQL:

1. Hob6aBnsem mone login u pass B o0y TaOiuIly, COAEpXKAallyl0 IaHHBIE O
MI0JIb30BATENSAX.

2. JIns 3aIIMThl XpaHEeHUs MapoJjiei B 6a3e JaHHBIX MOXHO MCIIOJIb30BaTh Xell QyHKINH

3. Jns a3eika T-SQL MOXHO MCIIOIB30BaTh CAETYIOMIMN KO

DECLARE @HashThis nvarchar
SET @HashThis nvarchar 'Tlaposns'
SELECT 'SHA2 256', @HashThis

4. Pazpaboraem Tpurrep ans TaOnaumbl 0a3bl JaHHBIX, KOTOPBIM OyaeT XeumpoBaTh
0001 TIepe1aBaeMblid TapoJIb.
5. IlpoBepsiem paboTy Tpurrepa.
UPDATE [dbo].[CtynenTsI]
SET [pass] ='MyNewPasswordl'
WHERE [un] =2

SELECT [pass]

FROM dbo.CtyneHTbI
WHERE [nx]=2
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PostgreSQL
1. 3arpy3ure moaynb PostgreSQL st paboThl ¢ kpunrorpaguaeckuMu QyHKIUSIMHU.
CREATE extension IF NOT EXISTS pgcrypto;
2. Coznanue Tpurrepa s XeuMpoBaHUs apoJisl.
CREATE FUNCTION hash _password() RETURNS TRIGGER AS $func$

BEGIN

IF tg_op ='INSERT' OR tg_op ="UPDATE' THEN
NEW.passwd = digest(NEW.passwd, 'sha256");
RETURN NEW;
END IF;

END;
$func$ LANGUAGE 'plpgsql’;
CREATE TRIGGER users_hash update
BEFORE INSERT OR UPDATE ON lab.users
FOR each ROW EXECUTE PROCEDURE hash password();
PesynbTar:
3. lo6asnenue HoBoro yenoseka B B[ ('Alex Ivanov'):
INSERT INTO lab.people (name, second name, gender, date_of birth)
VALUES (

'Alex’,

'Ivanov',

'M',

-- 11 - mecs, 05 - neHb

'11.05.1989"::DATE
);
Pesynbrar:
4. ITpoBepka pabotsl Tpurrepa. Co3mpanue HOBOro nojb3oBaress i 'Alex Ivanov'

JlabopaTopnasi pabora Ne 12 (4 yaca). «IlIndpoBanne nannnix B BJ1».
eanb padoTsi
Lenp paboTer: O3HakoMIIeHHE ¢ 6a30BBIMU MexaHu3MaMHu mu@posanus gaHHbIX B CYB/]
3aganue
Jlist Microsoft SQL Server
- Co31aTh Tp¥ CUMMETPUYHBIX OTKPBITHIX Kito4a B BJI.
- 3ammdpoBarh TPU pPa3HBIX CTONOLIA TaOJNUIBI pa3HBIMH CHMMETPHUUYHBIMU
KIIFOYaMHU.
- Cosnate MASTER KEY jurst 6a3bl JaHHBIX.
- Coznarb ceprudukar.
- 3ammdposarte bazy Jlanubix ucnons3ys AES.
Jns PostgreSQL
Hamnucars Tpurrep, peanusyromuii clieyomue 1eUCTBUs.
3.1lpu mombITKE YTEHWs MAAHHBIX W3 CTOJOLA, IMPOU3BECTH €ro pacmudpoBKy Ha
anroputme AES.
4. Ilpu 3anucu gaHHBIX 3amU(poBaTh JaHHBIC cTONOIa Ha anroputme AES.
5. IlponemMoHCTpUpPOBaTh paboTy TpHUITepa.

CCBIJIKM HA ONIUCAHNE U TPUMEPBI
e https://www.osp.ru/winitpro/2013/05/13035359
e https://www.sgl.ru/blogs/dbasimple/2007
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e https://docs.microsoft.com/ru-ru/sql/t-sql/statements/create-symmetric-key-transact-
sql?view=sql-server-verl5

e https://docs.microsoft.com/ru-ru/sql/relational-
databases/security/encryption/encryption-hierarchy?view=sql-server-verl5

Xox padoTsbl

Microsoft SQL Server

PostgreSQL

1. Co3nanue napsl KJIto4el B TEpMUHAJIE:

gpg --gen-key

2. DKCIOpTUPOBATh MyOIMYHBIN KITI0Y B (aiii:

gpg --output public.pgp --armor --export dbsec@email.com

3. DKCIOPTHPOBATH CEKPETHBIN KIIIOU B (haidi:

gpg --output private.pgp --armor --export-secret-key dbsec@email.com

4. Co3nats ¢aiin ¢ mapomnem:

echo "Pa$$wOrd" >> password.txt

5. Ilox monb3oBaTeseM «postgres» MEpedTH B ITUPEKTOPUI0 KOHQHUTrypammu postgresql
(/var/lib/postgresql/12/main):

cd /var/lib/postgresql/ 1 2/main
Co3aarh AUPEKTOPUIO ISl CEPTHUPHUKATOB:
mkdir encryption

6. Ilepemectute aitnbr ceprudukaros(public.pgp, private.pgp, password.txt) B 3Ty
TUPEKTOPHIO:

sudo myv public.pgp var/lib/postgresql/| 2/main/encryption
sudo myv private.pgp/var/lib/postgresql/ | 2/main/encryption
sudo mv password.txt /var/lib/postgresql/ | 2/main/encryption

7. JaiiTe mpaBo Ha IOCTYII K 3TH (paitna moip3oBaremto (postgres): OT moiab30BaTess root:

sudo -S
chown postgres:postgres /var/lib/postgresql/ | 2/main/encryption

8. Tenepb MOXHO YHTATh (HaiiiIbI TP MTOMOIIIM 3aIIPOCOB K postgresql: OTKPBITHINA KITIOY:

dearmor
pg_read file('encryption/public.pgp')::text

3aKpbITHIN KIIIOY:

dearmor
pg_read file('encryption/private.pgp')::text

daiis ¢ maposieM OT 3aKkpbIToro kitoua: (B nanHom ciyuae amuHa naposist («Pa$$wOrdy) -
8 CHMBOJIOB)

pg_read_file('encryption/password.txt'):: ;
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[Tpumep accuMeTpUYHOTO MHU(POBAHUS:

pgp_pub_encrypt
'Hello'

dearmor
pg_read_file('encryption/public.pgp')::text

[Tpumep cuMMeTpHUHOTO MIU(PPOBAHUS:

pgp_sym_encrypt
'Hello'
pg_read_file('encryption/password.txt')::

9. Tpurrep mis mmdpoBaHUS:

10. IIpoBepka pabotel Tpurrepa: (Co3maHue cekpera s MOJIH30BATENs
'AlexIvanov1989'")

11. Pacumdposka 3nauenuit: (B Postgresql Henb3st cozmaBaTth TpUrrepsl i Olepanuu
SELECT, Ho MOXHO co3aath pernpesentanuio (VIEW))

Teneps momyuuTh pacinpoBaHHbIC 3HAYCHUS MOYKHO KOMaHI0U

secrets_decrypted;

JlaGoparopnass padora Ne 13 (4 uyaca). «Hacrpoiika Opamgmayspa aias SQL
cepBepay.

Baumanue. st BBITIOJTHCHHS nabopaTopHOU paboTsl Tpedyercs
ycraHoBka SQL cepBepa Ha BupTyanbHyto MalnHy.

ens paboThl: HAyuYNThCS KOH(PUTYpUPOBATh HACTPOWKY Oe3zomacHocTu cetu mis SQL
cepBepa

Xox padoTsl

Hacrpoiika cereBoro nocryna k MS SQL Server

1. Hacrpoiiku pa6otrsl SQL cepBepa nmpousBoasTcs dyepe3 ocHacTKy (mmc) SQL Server
Configuration Manager

2. BximounM cereBbie MpOTOKOJIBI JocTyna Kk SQL cepsepy.

3. YcraHOBHM COOTBETCTBYIOIIEE 3HAUYCHHE

4. HactpouMm goctyn K cepepy mno nporokojam IPv4 u IPv6. Ilopt mo ymomyanuio
1433. IP aapec cepBepa y Kaxa0ro KOMIbIOTEpaA CBOM

5. [lepesamyctum ciyx0y SQL cepsepa.

6. Hactpoiiku  Oe3omacHoctn  Microsoft Firewall MoxxHO mpoum3BecTu  uepes
COOTBETCTBYIOIIYIO OCHACTKY: Wf.msc

7. Heobxomumo mob6aButh nBa mpaBmia jgoctyna k SQL Server mo TCP\1433 u mo
UDP\1434. D10 MOXHO clienaTh B TpaguIecKoM peKUME UM B KOMaHTHOM

8. [IpoBepuTh CO31aHHBIC TTpaBUiIa

9. TlpoBeputs goctym yepe3 Microsoft Management Console.

Buumanue! Eciu Bbel ycranoBumu MS SQL cepBep B HEMMEHOBAaHHBIM 3K3EMILIAD
(unnamed instance), TO IPU MOJKIIOUYEHUH TI0 CETH CJIETYET UCIIOIh30BaTh TOJBKO UMS cepBepa
0€3 UMEeHH K3eMILIIpa.

Tema 18. CpencrBa apTromaTuszanuu npoektuposanusi CYB/I
JlaGopatopuasi padora Ne 14 (4 yaca). «<Ayaur UH(OPMANUOHHON 0€30MACHOCTH
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Buaumanue. Honst BBITIOJTHCHHUS nabopaTopHOi paboTsl Tpedyercs

ycraHoBka SQL cepBepa Ha BupTyanbHyo MallnHy.

IMoaroroBxka BM

- Cnenaiite snapshot BupTyanpHoi MamuHbl. CHUMOK BUPTYaJIbHON MAITMHbI

- Ckavate  muctpubytiB  SQL  cepBepa Ha  BUPTYaJbHYIO  MAaIllMHY.
\\nas\Distr'\SQL2019-Express

- VYcranoButh Microsoft SQL cepsep. YcranoBka Microsoft SQL Cepsepa

Hean padoTsl

Lens paboTer: Ayaut nadopmarmonHou 6e3omacHoctr coobiTuii B CYB/I.

3aganue:

Hactpouts paboty cucremsl aynura B SQL cepBepe it peructpaiii COObITHI BX0/1a B
CUCTEMY M OTKa3a BXO/Ia B CUCTEMY, a TAK)KE PETUCTPALIUIO HOBBIX MOJIb30BATENICH.

Bemonuutes Bxoa Ha SQL cepBep ¢ TOpaBWIbHOM TMapod JIOTMH W MapoJib.
IIponemoHcTpUpoOBaTh 3amuch B XKypHajle ayauta. BeimonnuTe Bxox Ha SQL cepsep ¢
HENpaBWIbHBIMU peKkBU3UTaMH. [IpogemMoHcTpupoBaTh 3amuch B KypHaie ayauta. Cosnath
HOBOTO TNoJsib30BaTens. [IpoaeMoHCTpUpoOBaTh 3aNKCh B XKypHAJE.

Xox padoTsl

Brimonnenue nannoit pa6otel B MS SQL Server u B PosgreSQL cunbHO oTIIM4aroTcs.

B MSSQL ecTh HECKOIBKO CUCTEMHBIX ()YHKIMA TO3BOJISIONIUX MPOYUTATh KYPHAJIBI
ayJIUTa CUCTEMBI.

JlanHbIe cIOCOOBI MOAXOIAT JJIs OBICTPOTO TMOdy4deHus naHHbIX o pabore CYBJI, HO
OHHM HE TIO3BOJISIIOT HACTPOUTH JKYPHATUPOBAHUE ONEPALIHiA TTOJT TPEOOBAHMUSI TOTH30BATEIIS.

[Iporpammuoe obecnieuenne Microsoft SQL Profiler mo3Bonsier mpocmaTtpuBaTh B
peXuMe pealbHOTO BPEMEHHU Bce cOOBITHS npoucxoasne B MS SQL cepBepe U MpOBOAUTD X
aHanu3. OH HCMONb3yeTcs UIsi MOJCIUPOBAHMS PA3IUYHBIX CUTyalluil M OTIAAKH DPaOOTHI
CVYDB/] u e€ HacTpoek.

[IpoBenenne ayaurta Microsoft SQL Server KpUTHYHO Jis OMNpPEICICHHUS PHCKOB
nH()OPMAIMOHHON 0€30MacCHOCTH, a TAKXKE MOXET OBITh OJHUM U3 TPEOOBAHUU PETYISITOPOB,
Hanpumep mig PCI DSS nin HIPAA.

Hlar 1

Onpenenure, Kakue mapaMeTpbl BaKHbI JJISl BAILIETO ayJuTa, HampuMep, TOJIbKO BXOJ
MOJIb30BaTeNeH B CUCTEMY, M3MEHEHHE KOH(PUTYpAIHK CepBepa, N3MEHEHUE TaHHBIX U T.1I.

[Tone3Hble TUIIBI ayIUTa:

C2 Auditing

Common Compliance Criteria

Login Auditing

SQL Server Auditing

SQL Trace

Extended Events

Change Data Capture

DML, DDL, and Logon Triggers

a. Hlar 2
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osoft SQL Server Management Studio

- | B0 5 sk S mEEE-,

QL Queryésal - MS..dc0\si

SCREATE SERVER AUDIT SPECIFICATION [Serverauditspecification-20201013-120030]
FOR SERVER ALDIT [Audit-20201019-1158021

40D (BATCH_CONPLETED_GRoUP)| |

40D (DATABASE._LOGOUT GROUP.

40D (FATLED_LOGTIL GROUP), _|BHEop Tparmas Topm ~ @owea

ADD (SUCCESSFUL_LOGIN_GROUP| & OBuve.

ADD (LOGIN_CHANGE_PASSWORD_( & Mamsme

WITH (STATE = OFF’ & Tpo.

w©

Cepeepas nposepxa nomweioCTH

O NMposepxa nopwsoc Windows.

® Mposepxa noanwssoc SQL Server u Windows.

Cepoeo
MSSGL\SQLEXPRESS

sepa
-20201019-120030

==

BxiroueHHe OTAETBHBIX THIIOB CICIHAIBHBIX ayauToB. IS NMpOBEICHHS ayAWTOB
MOJKET MOTPeOOBAThCS MOIKIIOYCHHE CIeUaTbHBIX (YHKIMN ayauTa JUIisl BAIIero cepBepa U
IUTs 0a3bl JaHHBIX.

Iar 3

Co3znanne Aynuta. J{nga co3ganusa ayautra B MS SQL ucnonb3yeTrcss OTAENbHBINA THUII
00beKkTOB - ayauTbl. OHM paboTaioT B (OoHOBOM pexume Bo Bpems pabotsi CYB/| u

€ quebe
ON_FAILURE - CONTINGE

Lo e
¢ ussausoLoeaess e
kil idc\sieepless] Lk

Buumanue! Ilpu  BeIONIHEHHWE  JTaOOpAaTOPHBIX  pPabOTBI B KOMITBIOTEPHOM
KJ1acce ClIeAyeT yKasbIBaTh MyTh: ¢:\Backup\

lar 4

Co3zpnanue npaBuil Jyisl ayIMTa JaHHBIX.

Ecnu mpaBuna ayauta 3aTparuBaioT OTAEIbHYIO 0a3y NaHHBIX, TO OHU CO3JAIOTCS B
KOHTeKcTe 0a3pl JaHHbIX. CO3MaguM ayAauT OTCIICKHBAHUS OINEpaIii YTECHUS W3 TaOIUIlbI
[CTynenTsl| moap3oBarenssMu ¢ poiibio [db owner]

Bxutounm cuctemy ayautoB B SQL Server u BkirouuM ayauT 6a3bl JaHHBIX. [IpoBepum
paboTy cucTeMBbl, 3aliileM MOJ TMojb30oBaTelieM tuser ¢ mpaBamMu db owner W BBIIOJHUM
BBIOOPKY W3 TaOmuIel [CTyIeHTHI |

OTKpoeM MPOCMOTP KYPHAJIOB M yOEIUMCSl B IPUCYTCTBUH 3aIMCH O BRIOOPKE JaHHBIX.

Hlar S

Ecnu npaBuna aynura 3atparuBatoT Bcro CYB/I, To onu co3aatorcst B koHTekcte CYB/I.
Coznaaum ayIuT OTCIEKUBAHMSI ONIEPALUi BXOJA B CUCTEMY.
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Bxurouaem. [Iposepsiem.
lar 6
o CaMoOCTOSATETPHO HACTPAaWBAEM OTCIEKUBAHHUE I0Jb30BATENICH BBITOIHIIOIIUX
pe3epBHOE KONUPOBaHHUE 0a3bl TaHHBIX.
o CamocTosTenbHO HACTPAUBAEM JIOCTYTI K KitoyaM mudpoBanus ganubix b/
PosgreSQL
1. Ycranoska pg-audit

sudo apt install postgresql-12-pgaudit

2. U3menenue daiina konpurypamun: B daiine postgresql.conf HeoOxoaumo 3aMeHUTH
CTPOKY:

shared preload libraries ="

Ha

shared preload _libraries = 'pgaudit'

J06aBUTH CTPOKH:

pgaudit.log catalog = off
pgaudit.log = all, -misc'
pgaudit.log_relation = 'on'

pgaudit.log_parameter = 'on'

PackoMMeHTHPOBATh U U3MEHUTH CTPOKHU HA 3HAUCHUSI:

log destination = 'stdert’
logging collector = on
log_directory = 'log'
log_filename = 'postgresql-%Y-%m-%d_ %H%M%S.log'

B mupexropun Postgresql «/var/lib/postgresql/12/mainy (MOXeT OTIWYATBCS, MTOITOMY
pU HEOOXOAUMOCTH y3HATh €€ MOkHO Tpu oMoy SQL 3anpoca - «S SHOW data_directory;»)
CO3IIaTh TUPEKTOPHIO log ¢ IpaBaMu TOCTYTIA JJIs TIOJIH30BATEINS «POStgres»

mkdir log
chown postgres:postgres log

3. [lepezamyctuth postgresql:

sudo systemctl restart postgresql
4. AKTUBaIUs paclIupeHUst
extension pgaudit;

AyauT ceccMM MOJJEPKUBACT SI3bIKM MaHUNyJIupoBaHusi AaHHbIMU (DML), s3b1ku
omucanuss  gaHHeix (DDL), misc sql komaHabpl  pa3fenéHHbIE  Ha  KIJACCHI:

- READ (select, copy from)
- WRITE (insert, update, delete, truncate, copy to)
- FUNCTION (pysKIIT U DO OJI0KH)
- ROLE (grant, revoke, create/alter/drop role)
- DDL (Bce DDL Kpome TeX, KOTOpbIE HaxXoIATCs B ROLE)
- MISC (discard, fetch, checkpoint, vacuum)

5. IlpoBepka 1OrUpOBAHUS:
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lab.people name, second name, gender, date of birth

'Bob'

'Bush'

VM!
'"12.12.1977"::

YreHue JIOToB:
tail -f /var/lib/postgresql/| 2/main/log/postgresql- -01-...-log | grep AUDIT
6. Cozanue OTAEIbHON POJIN ayauTa:

auditor;
auditor NOSUPERUSER INHERIT NOCREATEROLE NOCREATEDB
NOLOGIN NOREPLICATION NOBYPASSRLS CONNECTION ;

N3menuTte daiin postgresql.conf [TomeHsATh cTpoKy
pgaudit.log = none

J106aBUTH CTPOKY

pgaudit.role = auditor

[epe3anmyctutsh postgresql:

sudo systemctl restart postgresql
JlaTpb pa3pelieHus Ha JJOTUpOBaHUE TAaOJIHII MTOJIb30BaTeIeM/posbio auditor

lab.people auditor ;
lab.users auditor ;
lab.secrets auditor ;

Cosepmute n3menenus B Tabnunax B b/ (Hanpumep no6aBsTe HOBOTO uenoBeka B bJI)
([JomonHuTENnpHO MpOBEpbTE BeleHHe JIoros ans apyrux onepauuil (mp. SELECT, UPDATE

W.T.J.)
lab.people name, second name, gender, date of birth
'Sara'
"Whatever'
VF!
'11.11.1999"::

[IpoBepbTE BEEHUE JIOTOB:

tail -f /var/lib/postgresql/| 2/main/log/postgresql- -01-...-.log | grep AUDIT

8. TEMATHUKA KYPCOBBIX, KOHTPOJIBHbIX PABOT, PE®@EPATOB
8.1 KontponbHble paboTsl W pedeparbl He NPEAYCMOTPEHBI YYEOHBIM IUIAHOM
JMCITUTIIIMHBL
8.2 KypcoBsie paboThl HE NMpeyCMOTPEHBl Y4eOHBIM TUIAHOM JHCIUTUINHBL.
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9. 1. IEPEYEHBb BOITIPOCOB K 3AYETY

O6mue mousitust o0 CYBJ]
Haznauenue CYB/I. Ucropus coznanus
[Tpunimner noctpoenuss CYB/]
Mopnenu 6a3 qaHHBIX
Pacnipenenennbie 0a3bl JTaHHBIX
Haznauenue, moTpeOHOCTh, MPUHLIUIIBI OPTaHU3AIUH 0a3 JTaHHBIX
[Tpumeps! ncnonb30BaHus 0a3 JaHHBIX
Xapakrepuctuka CYB/I, o6macTi ncnoiab30BaHus, pean3alui
Bosmoxuoctu CYB]]

SQL u npyrue si3iku 11t pabotsl ¢ CYB/]
. CHHTaKcHC S3BIKOB JUIsl paOOTHI C JAHHBIMU
OTnnuus pa3InyHbIX SI3bIKOB Hcnonb3yromuxcs s CYB]]
. Ilonstus nonb3oarens, poiau B CYB/L
Hasnauenue npaB 1711 00eKTOB JaHHBIX B BJ]
. IIpouenypa npoBepKH MOJIb30BATENA
VYcranoBka nocryna k oobextam B CYB/]
[TonuTuka nmpenocTaBieHus IpaB Ha OOBEKTHI
[Tonstue poneit B CYB/]
JenerupoBanue npas poJin
OtcnexuBanus A1EUCTBUS POIU
. Hacrpoiika nonutuku ayauta coosrtuii B CYB/]
. AymuTt noctyna K 00beKTaM
. CocraBieHue MOJIUTUKY ayIMTa Ha OCHOBaHUM TPeOOBaHUIN U MOJEINH 3JI0yMBILIUIEHHUKA
[Tonstue pazymuoro aynura B CYB/]
. Onucanue peisioHHbIX 06a3 TaHHBIX
[onsarue Tabuui 1 XpaHEeHUE JAHHBIX

XN B W=

[\ T NS T NG T NS TN NG T N0 T N S S e T T e
SOEONSSoxuaneLbD=S

9.2 IIEPEYEHD BOITPOCOB K 3K3AMEHY
1. IMonsarue 6e3omacuoctu b/I. Yrpo3sr 6e3onmacHoctr B/1: o6mue u cienududHbie
2. TpeGoBanus k 6e3omacHoctu b/
3. Kpurepuu onenku HamexHbIX KoMibioTepHBIX cucteM (TCSEC)
4. Nnrepnperamust TCSEC s nagexxusix CYBJI (TDI). Ouenka nagexxaoctu CYB/] kak
KOMITOHEHTHI BBIYHUCIIUTEIBHON CUCTEMBI
5. llonstne mnonutuku OezonacHocTH. COBMECTHOE TPHUMEHEHHE pPA3IUYHBIX ITOJUTHK
0€30I1aCHOCTH B PAMKaX €IUHON MOJEIN
6. TpaH3akuu Kak CpeACTBO M30JMPOBAHHOCTU Mosib3oBareneil. Cepuanuzanus TpaH3aKLMM.
Mertobl cepranu3aiuy TpaH3aKIui
7. Pexxumbl  OnokupoBok. IlpaBuia cormacoBanust OiOKMpOBOK. JIByX(aszHbIi MPOTOKOI
CHUHXPOHM3ALIMOHHBIX OJIOKMPOBOK
8. IIpuuuHbl, BUABI, OCHOBHBIE METOABI HApyIICHHS KOH(QUACHIUAIBHOCTH. THIBI yTEUKH
koH(puaeHnuanbHON nHopmarmu n3 CYB/], vactuanoe pasriamenue
9. Mexanus3m obHapyxenus npodiem B CYBJ]
10. Ilonsitue nenoctHocTH B/
11. Bo3moxkHocTu opranuzanuu o6ecnepedoitnoro ¢pynkuuonuposanus CYB/]
12. Hacrpoiika CYBJ] B 6a30B0it OC
13. Briaenenue pecypcoB OC miist HopMmanbHO# padoTsl CYB/]
14. Onpenenenne npaBui pyuakimorunposanue CYB/[ 8 OC
15. Opranusanus BeeHus KypHaioB coobiThii B CYB/]
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16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30

CYBIusOC

OCHOBHBIE ITOIXOIbI

AHanu3 )XypHaJIOB, BBISBICHUS MPOOJIEM U MPUYHH WX BBI3BABIINX
KoppekTHas HacTpoiika »ypHaioB
MexaHu3MBbI PE3€pBHOIO KOMIMPOBAHUS U BOCCTAHOBJIEHUS JAHHBIX
Pa3zpaboTka MonuTHKN CO3aHUS PE3EPBHBIX KOTTHI
OrnpezenieHne TaHHbBIX MOJUICKAIIUNA PE3EPBHOMY KOITUPOBAHUIO
DOyHKIIMOHUPOBaHKE pacnpenesieHHbIX b/l
[Ipobnembl cUHXpOHM3aMHU pacnpeaeneHHbIX b/
[TonsiTHE THPAXKUPOBAHUSL, OCHOBHBIE PUHIIMUIBI U KOHLETIIIUH
Cucremsl moaroroBku ot4etoB B CYB/]
DyHKIIMOHATBLHOCTH s136IKOB CYB /] /151 TOATOTOBKK OTYETOB
JlomoTHUTEIBHBIE MOTYJIM M KOMITOHEHTHI 111 pa0OTHI C OTYeTaMHU
[TpoextupoBanue CYB/I,
Henu u 3anaun npoextupoBanust CYB/]
Onpenenenre He0OOXOIUMOCTH UCIIOJIB30BAHUS «HOPMAJIbHBIX (hOpM»
CoBMecTHOE TPUMEHEHHE CPENICTB UACHTH()HKAIMN W ayTeHTHU(HUKAINH, BCTPOCHHBIX B

8. CAMOCTOSATEJIBHAA PABOTA CTYJIEHTOB

crade 3a4uéra

HasBanue pasznenoB u teM | Bua camocrosTenbHOM Ob6vem B | ®opma KOHTPOJIS

paboTHI gacax
1 2 3 4
Pa3znea 1. O6mme nousitusi o CYBJ]

Tema 1. OcHoBabie | IloaroroBka K JIEKIUH, Tectsl iepen

ONpEeACICHUs U TPUHIUIIBI | CECMUHAPY, TOATOTOBKA K 2 JICKITUEH, 3a4ET

noctpoenust CYB/] caaye 3auéra

Tema 2. Pacnpenenennsie | [loaroroska k Jekuuu, Tectsl epen

b CEMHHAapYy, MOJrOTOBKA K 2 JIEKITHEH, 3aUET
crade 3auéTa

Tema 3. Hasmauenme wu | Ilogroroeka K JeKIuH, Tectsl iepen

Bo3moxkHocTH CYBJI CEMHHAapYy, IMOJArOTOBKA K 4 JIEKITUEH, 3aUéT

Pa3nea 2. SI3pIKOBBIE CpeICTBA

MOATOTOBKA K cJade 3a4éTa

Tema 4. SI3pikoBEIe | [loaroToBKa K JIEKIINH, Tectsl iepen
CpelncTBa MJis Pa3IMYHBIX | CEMUHApPY, MOATOTOBKA K 12 JIEKIMEH, TECThI Ha
moaeneir CYB/] nabopaTopHBIM paboTam, J1a00paTOPHBIX
IIOATOTOBKA K cllaue 3a4éra paborax, 3a4ért
Tema 5. ManunynupoBanue | [ToaroroBka k JieKuu, Tectsl iepen
B peJSIIUOHHBIX B/ CEMHHAapY, MOArOTOBKA K 2 JIeKIMeH, 3a4€T
caade 3auéra
Tema 6. S3pikoBbie | IloaroroBka K JieKuuu, Tectel nepen
cpencTBa ONMUCaHUs | CEMHHApY, NOJATOTOBKA K 14 JIEKIIMEH, TECTHI Ha
TAHHBIX 1abopaTopHBIM paboTam, n1abopaTOPHBIX
MOATOTOBKA K cJaye 3a4éTa paborax, 3a4€T
Tema 7. OcoGennoctu | [ToarotoBka K JeKIHH, TecTsl epen
SI3bIKOBBIX CPEACTB CEMUHApy, MOArOTOBKA K JIEKIMEH, TECTHI Ha
1abopaToOpHBIM paboTam, 10 n1abopaTOPHBIX

paborax, 3a4€T

Paznea 3. loctyn k B/{

dopma A
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Tema 8. Unentudukanus u

IloaroToBka K JeKIUU,

Tectbl nepen

caaye 3auéra

ayreHtudukamnus B CYBJl | cemunapy, moaroToBka K 4 JIEKIEeH, 3a4ET
caaye 3auéra

Tema 9. Pasrpanudenue | [ToaroroBka k JIeKIuH, Tectsl iepen

ZIocTyIa CEMHUHApY, OATOTOBKA K 4 JIEKIMEN, 3a4ET
crade 3auéra

Tema 10. Mexanusm poseit | [logroroska k jexkunuu, Tectsl epen
MOATOTOBKA K 6 JIEKIMEH, TECTHI Ha
1abopaToOpHBIM paboTam, n1abopaTOPHBIX
MOATOTOBKA K cJade 3a4éTa paborax, 3a4€T

Tema 11. Ayaut coObITHiA IToaroroBka K NEKIHH, Tectsl iepen
CEMHUHApY, IOATOTOBKA K 4 JIEKLMEN, 3a4ET
cIade 3a4uéra

Tema 12. Kontpons | Iloaroroska k jgexuum, Tectsl epen

enoctTHocTH b/ CEMHHAapY, MOJrOTOBKA K 8 JIEKITHEH, 3aU€T

Paznen 4. AnmunuctpupoBanue CYB/]

Tema 13. Bzaumoneiictsue

IloaroToBka K JeKIUU,

Tectol nepen

IMOATOTOBKA K CHa4e
JK3aMeHa

CVYB/] ¢ 6a3oBoit OC IIOATOTOBKA K JIEKITHEH, TECTHI Ha
1abopaToOpHBIM paboTam, 10 n1abopaTOPHBIX
MOJrOTOBKA K cljaue paboTtax, FK3aMeH
HK3aMeHa

Tema 14. Xypnanuzanus IToaroroBka K JNEKIIHH, Tectsl iepen
CEMUHapy, MOATOTOBKA K 6 JIEeKINEH, 3K3aMeH
caye ’K3aMeHa

Tema 15. Cpenctsa | [logroroska K JeKuu, TecTsl epen

CO3/IaHHUs PE3epBHBIX | TOATOTOBKA K JIeKLKEeH, TECThI Ha

KONM M BOCCTAHOBJIICHHE | JJAOOPATOPHBIM paboTam, 18 n1a00paTOPHBIX

0a3 JaHHBIX [IOATOTOBKA K ClIaye paborax, 3K3aMeH
HK3aMeHa

Tema 16. Tupaxuposanue | [ToaroToBka K JeKIUH, Tectsl iepen

" CUHXPOHU3ALIMS B | CEMUHAapY, MOATOTOBKA K 6 JIEKINEH, 3K3aMeH

pacnpeneneHHbix bJl cIade dK3aMeHa

Tema 17. Iloaroroska | Iloaroroska K JIEKIUH, Tectsl iepen

otueToB B sA3bIkax CYB/] CEMUHapy, OATOTOBKA K 6 JIEKIUEH, DK3aMEH
ciaye ’K3aMeHa

Tema 18. Cpenctsa | [logroroska K JeKIuu, Tectsl epen

aBTOMAaTHU3alUU MOJFOTOBKA K JIeKUKEeN, TECThI Ha

npoexktupoBanust CYBJ] 1abopaTopHBIM paboTam, 8 nabopaTOPHBIX

paborax, 3K3aMeH

dopma A
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1. YYEBHO-METOJAHYECKOE H HHROPMALIHOHHOE OBECINTEYEHHE
JUCLHUINTHHBI

a) Cnucor pekoMenayemoil AHTepATYPEI:

OCHOBHAN

1. Benenskas, M. H. AIMUHHCTPHPOBAHHE B HHQOPMALIMOHHEIX CHCTEMAX - yuedHoe nocobue
nns yzos / Benewbkan M. H. , MaauHoBCKHH C. T., fAxosenxo H. B. - Mocksa : ['opauas NHHKA -
Tenekom, 2011. - 400 c. - ISBN 978-5-9912-0164-3. - Texer : anekTponnblii // IBC "KoOHCYABTAHT
crynenra": [caiir]. - URL: http@:.-‘-"www.studi:ntli.bmry.rufhon]-;f'[SBNQTSSEJ*}IEﬂlﬁ#'s.html

2. Coseton, bopue Awxosaesny. Baiel JaHHEIX yueBHHK 1A NpHKI. DakanaspHaTa : VHeDHHE
AN BY30B M0 HHH.-TEXH. HANPABN. H COEL. : yueGunk Ana Byios no wanpaen, "Hudopmatika u
pLMenHTENLHAs Texnuxa”, "Hudopmaunonnee cueremp” / CoseTos Bopuc fkoenemud, B. B.
Llexanosekuii, B, JI. HYeprosckoi. - 2-¢ wifl. - Mocksa ; HOpaitr, 2016.

MOMOJIHHTEN LHAN

13 LleHnomH, Bpamwioy MMongoDDB: NOTHOE PYKOBOJCTRO. MouwHas "
wacwTabupyemai cHeTema ynpasnenna Gasamu nanuwix [ Llleanon Bpamwaey, Hon Bpasun, Kpucruna
Xonoposnep, nep. ¢ anrn. [l A. Benukoea - Mocksa : JIMK Tpece, 2020, - 540 ¢, - ISBN 978-5-97060-
797.3. - Tewer : odnextpoduwii // OBC  "KoneynsTaHT cryaenra” : [cadit]. - URL
htrps:f.-'ww-.snudem!ihmr}-,ru!huﬂk.f'lsBNQTES‘J?[}&Q??E}.th

2. Crpywkun, H. Il bBasm JaHHBIXN: NPOEKTHPOBAHHE. MpakThky™ : ydeGuoe nocobue 1A
gy3os / H. I1. Ctpy#iknn, B. B. Toaun. — Mocksa - Hanareascrse W pair, 2020, — 291 ¢ (Bricwee
ofpazosanue). — ISBN 978-5-534-00739-8. — Teker : anektpomnsit [ IBC MOpaiir [calit]. —
URL: https://urait.ru/beode/451246

3. Mmoweyknn, B. M. OCHOBbI MCTION30BAHNA W TIPOSKTHPOBAHHA 023 JaHHbIX | yuebHnK TR
y08/ B. M. Hmoweuknn. — Mocksa : Mamatenscteo  1Opaiir, 2020, — 213 c.— (Buicwee
pbpasopanne). — ISBN 978-5-534-03617-6. — Tewer : anextpoHHuit /| DBC HOpaiT [caitt]). —
URL: hitps://urait.r/beode/449679

4. Kapnosa, T. C. basel nanHbIN: MONENH, paspaGoTka, peanusauma | Kapnoea T. C. - Mocksa:
Hammouanseii  OTkpwmsii Yuusepeurer "MHTYHTY, 2016, - Teker: anextpomumii // IBC
"KoxcynbTaHT cTyaeHTa": [cait]. - URL: https//www studentlibrary.ru/book/intuit_037.html

yaelHO-MeToAn T ecKan

1. Augpees A, C. MeToauueckie YKalaHHa 10 NPOBENCHHA nafoparopHeix paboT No IalHTe
unopmatt A CTYIeHTOB cneunansHocTeil "Komneiotepran Gesonacuocts”, "Maremariiecioe
obecneueHne W AAMHHHCTPHPOBAHME  HH(QOPMALMOHHBIX  cHcTeM', "HrdiokoMMy HHKALHOHHEE
TEXHOIOTHH M CHCTemMBl cas3n”, "CHoTemHull ananus W ynpasnenne” [DnekTpoHHsli pecype] / A. C.
Annpees, C. M. Boponus, A. M. Heaxuos; Val'y, @MulT. - DnexTpoH. TeKeToBbIE AaH. (| daiin : 14,7

M) - YIIBAHOBCK ! Val'y, 2015. Pemim N0CTYIa
http://lib.ulsu.rw/MegaPro/Download/ MObject/297/Andreev2015.pdf
2. Knoukaos A. E.

MeToaHueckHe  YKasaHda  and camocroATensioll  paloTel  CTyAeHTOR N0 JHCIHMAHHE
+BesonacHocTs cHeTeM 0a3 JaHHBIX® 0N CMEUHANHTETa NO CRELHANLHOCTH 10.05.03 ounoit dopmel
obyuenns [ A. E. Knouxos; Yal'V¥, OMHuAT. - Yneasosck: Yal'y, 2019, - 3arn. ¢ JKkpaha,
HeonyGankoBai bl pecype. - MEKTROH. TEKCTOBLIC LaH. (1 dpaiin: 475 KB). - Texct: anekTpoHHbIH.
Pescim nocTyna hitp:/lib.ulsu.ru/MegaPro/Download/ MObject/10229

™
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&) Mporpammuioe olecneqcHue

Jlns ofpazopaTeBHOTO MPOIECca CTYAEHTY HeoOXOIHMO paGouee mecro ¢ IIK ¢
VCTAHOB/IEHHBIM  CASAYIOUIMM - NPOrPaMMHbIM ofecnedennem: onepaumonHas cpena OC
Windows/Linux; MS Office.

B) lpodeccnonanbunie Gasul JAHHBIX, HHPOPMAUHONHO-CIPABOUNEIE CHCTCMEI

1. DaexrTponso-GnianoTe HLIE CHETEMBI

1.1. IPRbooks [Jnextponnsii pecype]: 2/1eKTpoHHO-OnOAMOTE HAS CHCTEMA / rpynna
komnanmnii Ail I Dp Meana . - Dnexrpon. nad. - Caparos, [2019]. - Peaum poctyna:
http:/fwww.iprbookshop.ru.

1.2. FOPAHT [Zaextponnutii pecype]: snektponno-GudInOTEdHAs CHCTEMA { OO0
DnexrponHoe wigatensereo HOPAMT. - Baextpon. aan. — Mockea, [2019]). - Pexum aoctyna:
https://www.biblio-online.ru.

1.3. Koncyaptaut cryaenta [Dnextponusii pecypc]: MEKTPOHHO-OMTNHOTEYHAR
cuctema / 00O Tlonutexpecype. - Dnektpod. nad. — Mocksa, [2019]. - Pewum aoctyna:
http:/fwww studentlibrary.ru/pages/catalogue.html.

| 4. Jane [DnekTponnslil pecype]: anekTponno-OubanoTeuHan cucrema {/ 000 3BC
Taus. - Dnexrpor. aan. — C.-TetepGypr, [2019]. - Pesnm goctyna: https://e.lanbook.com.

1.5. Znanium.com [DnexTponnsiii pecypcl: MeKTpoOHHO-OHbIHOTE HAR cuctema / 000
FHAHHYM. - DNeKTpoH. aaH. — Mockea, [2019]. - Pexum noctyna: http://znanium.com.

2. KomeyastaurIlioc [DnexTpoHmubiii  pecype]: cnpaBouHas NpasoBas  cHCTEMa.
/Komnanus «Koncyasrant [nocs - Dmexrpon. aan. - Mockea: KoneyasrantlInioc, [2019].

3. Bala AAHHBIX mepHOXMUEcKHX winanmii [Dnexrponnuiii pecype]: anekTponnbie
JKY PHATEL / 000 WMBHWC. - Bnexrtpon. aan. - Mocksa, [2019]. - Pemmm poctyna:
hitps:/dlib.eastview.com/browse/udb/12.

4. Hammonajbhas aietponnan Gnianotexa [DnexTponnbiid pecypel: anekTponan
BuBauoTEKA. - NeKTpoH. aan. — Mockea, [2019]. - Pesum aoctyna: https://nad.pd.

5, Jnekrponnan Oubamorexa amccepraumii  PI'B  [DnexTponnbii pecypel:
snextpoHHan Gubanotexa / OIBY PI'b. - DaexTpoH. naH. — Mocksa, [2019]. - Peaum aoctyna:
https://dvs.rsl.ru.

6. Menepanbabie nHPopMATHONH0-00PAIOBATENLHBIC MOPTAILI:

6.1. MudpopmauronHas cuetema Ejunoe okno 10eTyna K oOpasoBaTeNbHbIM PECYPLaM.
Peskuu goctyna: hitp:/window.edu.ru

6.2 depepansupii  noprtan  Poceuiickoe  00pasoBaHHe. Pemum  gocTyna:
hitp://www.edu.ru

7. ObpazosarelbHbie pecypes Yal'y:

7.1. Dnexrponnan GuGauorexa Yal'V. Pesum nocryna : http://lib.ulsu.ru/MegaPro/Web

7.2. O6pasorarensneii nopran Yal'y. Peacum foctyna : hitp:/edu.ulsu.ru

8. NOCT-Dkenepr - equuas Haza [OCTor Poceniickol Menepainn s ofpasoBaHHd H
I'IPD}'[E:llUJ'!EHHDCTH.

CornacoBaHo: P
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JJUCHUIIJINHbI:
AyauTopun Ui TIPOBEACHUS JICKIIUHA, CEMHUHAPCKUX, JTA0OpATOPHBIX 3aHATHN: 2/26,
3/316, 3/317, 2/246.
Ayautopus 2/246 yKOMIUIEKTOBaHA CICIHAIM3UPOBAHHON MeOenblo, yueOHOM TOCKOH,
HMCIOTCA MYJIbT My.HBTHMGI[HﬁHBIG cpeacTtBa: KOMIIBIOTCPp U TMPOCKTOP, HUCHOJB3YIOTCA
MynbTUMeANITHBIE TexHonoruu. MS Office, Internet Explorer, Power Point, MS Excel.

13. CIIEIJMAJIBHBIE YCJIOBUA JJIS1 OBYUYAIOIIUXCA
C O'PAHUYEHHBIMU BO3MOKHOCTSAMMUA 3/10POBbS

B cnyuae HeoOXogumocTH, oOydaroMMcs W3 4YMclIa JIML € OTrPaHUYEHHBIMU
BO3MOXHOCTSIMH 3/10pOBbsSI (110 3asBJICHUIO OOYyYaroOmMMCS) MOTYT MpeajaraTbCs OJHU U3
CIIEAYIOUIMX BapUaHTOB BOCHPUATHS MHQOPMAIMM C YYE€TOM HUX HHIUBHUIYaJIbHBIX
NCUXO(PHU3UUECKUX BO3MOKHOCTEH:

— NI JMI ¢ HapyUIeHHeM 3peHus: B (GopMe DIIEKTPOHHOTO  JTOKYMEHTa,
WH/MBU/yallbHbIe KOHCYJIbTAllUU C MPUBJICUEHUEM TU(IIOCYPIONEPEBOAUNKA, HHANBUYaIbHbIE
3aJaHMsI 1 KOHCYJIbTAIHS,;

— JUIS JIMII C HAapyIIEHHEM CiIyXa: B (popMe 3JIeKTPOHHOTO JJOKYMEHTa, MHIMBUAyalIbHbIC
KOHCYJIbTAallMM € TPHUBICYEHUEM CypAONEPEBONYMKA, HWHAWBUAYAIbHbIE 3aJaHui W
KOHCYJIbTAIHS;

— JUI JIML C HapyIIEHHEM OIOPHO-IBUTATEIILHOTO ammapara: B (opMe 3JIEKTPOHHOTO
JIOKYMEHTa, UHIUBUAyaJIbHbIE 331aHUS U KOHCYJIbTAIUS.

B cirydae HE00X0IUMOCTH HCIIOJIb30BaHUs B y4eOHOM nporecce
YACTUYHO/UCKIIIOUUTENBHO JUCTAHIMOHHBIX 00pa30BaTeIbHbIX TEXHOJIOTUH, OpraHU3alysl
pabotsr IIIIC ¢ oOyuarommmucs ¢ OB3 u MHBamMAaMu NpEayCMaTPUBACTCS B DJICKTPOHHOM
MH(POPMALIMOHHO-00pa30BaATENbHOM Cpefie C yY4eTOM UX HHAMBUAYAIBHBIX MCUXO(PU3NYECKUX
OCOOCHHOCTEH.

X
Paspaﬁomn(j )~ pouent xadeapsi HBanuos Annpei MuxaiinoBuy

NOANHCh JIOIKHOCTh DHO

/ s 22

o -
Pa3zpaboTuuKy //7 » CT. MpenojaBaTe/ib Kadeap Knoukos Auapeit EBrenbeBUY
/ (/ NOMHUCH JIOJKHOCTD ®HO
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JIUCT UBMEHEHUU

Ne ConepxxaHue U3MEeHEeHHsI WU CCHLIIKA HA ®UO Hoanucen Hara
n/n NMPUJIATaeMbIid TEKCT U3MEHEHUS 3aBeayouero
kadenpoi,
peanusyoei
AUCHMILINHY/B
bI-
My CKawIen
Kadenpoi
1. | Buecenue W3MEHEHUH B ILI1. B) | AnnpeeB A.C. : 12.05.2021
[TpodeccuonanbHble 0a3bl JTAHHBIX, o
UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11 /
«Y4deOHO-MeToIuueckoe ¥ HHGOPMAIIMOHHOE
obOecrieueHrne MUCIUIUTMHBD C O(QOpMIICHHEM
npuoxeHus 1
2. | Buecenue W3MEHEHU M B ILI1. B) | AHnpeeB A.C. : 11.05.2022
[Tpodeccuonanbubie 0a3bl JTAHHBIX, )
UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11 /
«Y4deOHO-MeToIuuecKkoe ¥ HHGOPMAIIMOHHOE
obOecrieueHrne MUCHUIUTHHBED C O(QOpMIICHHEM
MPUIIOKEHUS 2
3. Bnecenune U3MEHEHUN B ILIL B) | Anapees A.C. . 12.04.2023
[Ipodeccuonanbubie 0a3bl JTAHHBIX, )
UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11 /
«Y4deOHO-MeToIuuecKkoe ¥ HHGOPMAIIMOHHOE
obecrieueHne MUCHUIUTMHBED C O(QOpMIICHHEM
MIPUIIOKEHU 3
4. | BHeceHue WU3MEHEHUN B ILI. B) | Anznpees A.C. . 15.04.2024
[Ipodeccuonanbubie 0a3bl JTAHHBIX, )

UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11
«Y4deOHO-MeToIuueckoe ¥ HHGOPMAIIMOHHOE
obecrieueHrne MUCHUIUTHHBD C O(QOpMIICHHEM
pUIoKeHus 4




[Tpunoxenue 1

0) IIporpamMHoe oOecrieueHue
- onepannonHas cpega OC Windows/ Anbt PaGouas cranmms §;
- Microsoft Office / MoitO¢duc CrannapTHBIiA.

B) IIpodeccuonasibubie 02361 JAHHBIX, HHPOPMANMOHHO-CIIPABOYHbIE CHCTEMBI

1. DJ/1IeKTPOHHO-0U0IHOTEYHbIE CUCTEMBI:

1.1. IPRbooks : anekrponHo-010OMMOTEYHAsE cHcTeMa : caiiT / rpynna komnanuid Aii [Tu Ap
Memuna. - Caparos, [2021]. — URL: http://www.iprbookshop.ru. — Pexum pocryma: mis
3apPETUCTPUP. MOJIb30BATENEH. - TEKCT : ANEKTPOHHBIN.

1.2. IOPAWT : onextponHO-OGHOmMOTedHast cucreMa : caiit / OOO DIeKTpoHHOE
w3narenscteo FOPAMT. — Mocksa, [2021]. - URL: https://urait.ru. — Pexxum moctyma: st
3apEerUCTPUp. MOJb30BaTENEH. - TEKCT : 2JIEKTPOHHBI.

1.3. KoHCynpTaHT CTyIeHTa : D3JEKTPOHHO-OmOmuoreuHas cucrema : cat / OOO
[Tomurexpecypc. — Mocksa, [2021]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. —
Pexxum octyna: [ 3aperucTpup. oJIb30BaTeneil. — TEKCT : 3JEeKTPOHHBIN.

1.4. KoHcynbTaHT Bpauda : 3JEKTpOHHO-OMOmmoTeyHas cucrema : cailt / OOO Beicmras
IIKOJIAa OpraHu3allid W  YIPaBJICHUS 3paBOOXpaHEHHEM-KOMIUIEKCHBIA ~ MEIUIIMHCKUN
KoHcanTuHr. — Mocksa, [2021]. — URL: https://www.rosmedlib.ru. — Pexxum nmoctyma: ans
3apPETUCTPUP. MOJIb30BaTENEH. — TEKCT : JIEKTPOHHBIN.

1.5. bonbmras MegunnHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O bykan. — Tomck, [2021]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctyma:
JUISL 3apETUCTPUP. MOJb30BaTENEh. — TEKCT : JJIEKTPOHHBIN.

1.6. Jlanp : snexTpoHHO-OMOMMoTeuHas cucrema : cadt / OO0 DBC Jlanb. — CaHKT-
[TerepOypr, [2021]. — URL: https://e.lanbook.com. — Pexxum mocTyma: st 3aperucTpup.
II0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. Znanium.com : 3JEKTPOHHO-OMOMMOTeUHast cuctema : cat / OOO 3HaHUyM. -
Mocksa, [2021]. - URL: http://znanium.com . — Pexum noctyma : nansi 3aperucTpup.
MoJb30BaTeNe. - TEeKCT : 3JIEKTPOHHBIH.

1.8. Clinical Collection : Kommekuus s MEIUIMHCKUX YHHBEPCHUTETOB, KJIMHUK,

MEIUITNHCKAX onoIMoTEK // EBSCOhost : [moprai]. - URL:
http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3¢1-1191-414b-8763-
€978281917e1%40sessionmgrl02 . — Pexxum goctyma : s aBTOpU3. MOIb30oBaTesneil. — TeKcCT :
AJIEKTPOHHBIN.

1.9. Pycckuii s3bIK KaK WHOCTPAHHBIN : 3JIEKTPOHHO-00pa30BaTEIbHBIA pecypc Iist
MHOCTpaHHBIX CTyAeHTOB : callT / OO0 Komnanus «Aii [Iu Ap Meaua». — Capatos, [2021]. —
URL: https://ros-edu.ru. — Pexxum pmoctyma: st 3aperucTpup. Mosb3oBaTeneil. — Tekcr :
AJIEKTPOHHBIN.

2. Koncyabrantllmoc [DnekTpoHHBIN pecypc]: cnpaBouyHas mpaBoBasi cuctema. /OO0
«Kouncynbrant ITnrocy - DnekTpoH. naH. - Mocksa : Koncynsrantllmoc, [2021].

3. ba3bl JaHHBIX NEePUOTUYECKUX U3TAHUI:

3.1. ba3a naHHBIX MEPHOAMYECKUX M3JAHMH : 3JeKTpoHHbIe *)ypHaiusl / OO0 NBUC. -
Mocksa, [2021]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexum nocryma : mis
aBTOPU3. NIOJIb30BATENEH. — TEKCT : AIEKTPOHHBIN.

3.2. eLIBRARY.RU: nayunas snexkrpoHHas Oubnuoreka : cakt / OOO Hayunas
OnekrponHas bubnmoreka. — Mocksa, [2021]. — URL: http://elibrary.ru. — Pexxum noctyna : ans
aBTOpH3. MOJIb30BaTENEH. — TEKCT : AJEKTPOHHBIN

3.3. «Grebennikony : anextponHas oubnuoreka / ]| I'pebennukos. — Mocksa, [2021]. —
URL: https://id2.action-media.ru/Personal/Products. — Pexum poctyma : uisi aBTOpHU3.
I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.



http://www.iprbookshop.ru/
https://www.studentlibrary.ru/cgi-bin/mb4x
https://www.rosmedlib.ru/
https://www.books-up.ru/ru/library/
https://e.lanbook.com/
http://znanium.com/
http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3e1-1191-414b-8763-e97828f9f7e1%40sessionmgr102
http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3e1-1191-414b-8763-e97828f9f7e1%40sessionmgr102
https://dlib.eastview.com/browse/udb/12
http://elibrary.ru/
https://id2.action-media.ru/Personal/Products

4. HanuoHajJbHasi JJIeKTPOHHAsh OHOJMOTEeKAa : DJEKTpOHHAs OuOIMOTEeKa
denepanbHas rocynapcTBeHHass HH(GOpMAIIMOHHAs CUCTEMA : CaliT / MUHHUCTEPCTBO KYJIBTYPHI

P® ; PI'b. — Mocksa, [2021]. — URL: https://H36.pd. — Pexum goctymna : jisi mojas30BaTenei
Hay4YHOH OnOmuoTexu. — TeKCT : 3JeKTPOHHBIA.
5. SMART Imagebase // EBSCOhost : [mopran]. - URL:

https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2ff8¢c552a76d8229047223a7d6dc9c&custid=s6895741. — Pexxum nmoctyma : IJIsi aBTOPH3.
nojb3oBareseid. — M3o00paxkeHue : 3eKTpOHHBIE.

6. @PenepanbHble HHGOPMALMOHHO-00Pa30BaTe/IbHbIE MOPTAJIbI:

6.1. EnuHoe okHO jpocTyna K oOpa3oBaTelbHBIM pecypcaM : (eaepaibHblidi mopran /
yupenutens ®IAOY AIIO HPT'OIT m UT. — URL: http:/window.edu.ru/ . — Texker :
AJIEKTPOHHBIN.

6.2. Poccuiickoe obOpazoBanue : denepanbablii optan / yupenurens GI'AOY JIITIO
HPTOITu UT. — URL: http://www.edu.ru. — TekcT : 371€KTpOHHBIH.

7. O0pa3oBaTeabHbIe pecypebl Yal'y:

7.1. Dnekrponnas Oubnuoreka Ynl'Y : momyns ABUC Mera-ITPO / OOO «/lara
Oxkcmpeccey. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum mgoctyma : ais mojb3oBaTenei
Hay4YHOH OnOmuoTeku. — TeKcT: 3JeKTPOHHBIH.

CornacoBaHo:
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[Tpunoxenue 2

0) IIporpamMHoe oOecrieueHue
- onepannonHas cpega OC Windows/ Anbt PaGouas cranmms §;
- Microsoft Office / MoitO¢duc CrannapTHBIiA.

B) [Ipodeccuonasibubie 02361 JAHHBIX, HHPOPMANMOHHO-CIIPABOYHbIE CHCTEMBI

1. D1eKTPOHHO-0UOJINOTEYHbIE CHCTEMBbI:

1.1. Hudposoit obpazoBarenbHbiii pecypc I[PRsmart : snexTpoHHO-OMOMMOTEYHAS
cucrema : caiir / OOO Kowmnanus «A# Ilm Ap Menuay. - Caparos, [2022]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmisi 3aperucTpup. mojib3oBarenieid. - TeKcT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHBI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEITHCTBO FOPAMT. — Mocksa, [2022]. - URL:
https://urait.ru. — Pesxxum goctymna: yist 3aperucTpup. mojab30Baresie. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (OBC «KoncynbTant
CTYJIEHTa») : DJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO Ilomutexpecypc. — MockBa,
[2022]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum nocrymna: ist 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEeKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEAUIIMHCKAst OMOIMOTeKa : 6a3a TaHHBIX : CAWT /
OOO Beicmiasg MmKoia OpraHU3allMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KOMIIEKCHBIN
MEAWIIMHCKUI KoHcanTuHr. — Mocksa, [2022]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. bonpiias MeguIIMHCKas OUOINOTEKA : DIEKTPOHHO-OMOIMOTEUHAs CUCTEMA : CalT /
00O bykamn. — Tomck, [2022]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocryna:
JUISL 3aPETUCTPHUP. OJIb30BaTeNIeh. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0ubIMOoTeuHas cuctema : cait / OOO DBC Jlanp. — CaHKT-
[MerepOypr, [2022]. — URL: https://e.lanbook.com. — Pexxum mocTyma: ans 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEeKTPOHHBIM.

1.7. OBC Znanium.com : 3J1eKTpOHHO-OnOIMOTEUHas cucrema : caidt / OO0 3HaHuyMm. -
Mocksa, [2022]. - URL: http://znanium.com . — Pexum npoctyma : Uisl 3aperucTpup.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

1.8. Clinical Collection : Hayuno-uHbopmanmonnas 6aza qanasix EBSCO // EBSCOhost :
[mopran]. — URL: http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3el-
1191-414b-8763-9782819f7e1%40sessionmgr102 . — Pexum jgoctyma : Il aBTOPH3.
I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.9. baza nannbix «Pycckuii Kak HHOCTpPaHHBINY : JIEKTPOHHO-00Pa30BaTEIBHBIN PeCypC
JUISt ’HOCTPaHHBIX cTyeHTOB : caiiT / OO0 Kommnanus «Aii [Iu Ap Menuay. — Capatos, [2022].
— URL: https://ros-edu.ru. — Pexxum nmoctyma: nmjsti 3aperucTpup. ToJib3oBaTenei. — TekcT :
AJIEKTPOHHBIN.

2. KoncyabsTantlliaroc [DrekTpoHHBIN pecypc]: cipaBodyHas mpaBoBasi cuctema. /000
«Koncynprant ITnrocy - DnekTpoH. naH. - Mocksa : Koncynsrantllmoc, [2022].

3. ba3bl JaHHBIX NEPUOTUYECKUX U3TAHUI:

3.1. ba3a nansbIX nepuonnyeckux m3ganuii EastView : snextponHbie )ypHabl / OO0
NBUC. - Mockaa, [2022]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexxum nocryna :
JUISL aBTOPHU3. TIOJIb30BATENEN. — TEKCT : 3JIEKTPOHHBIN.

3.2. eLIBRARY.RU: nayunas snexkrpoHHas Oubnuoreka : cakt / OOO Hayunas
OnextponHas bubnuoreka. — Mocksa, [2022]. — URL: http://elibrary.ru. — Pexxum nocrymna : s
aBTOpH3. MOJIb30BATENEH. — TEKCT : AJEKTPOHHBIN

3.3. DnexrponHas Oubmmoteka «M3narensckoro noma «I'pedbennukoB» (Grebinnikon) :
anektporHas ouommoreka / OO0 U] I'pedbennukoB. — Mocksa, [2022]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexxum poctyna : ans aBTopu3. mojib3oBatenedl. — TekcT :


http://www.iprbookshop.ru/
https://www.studentlibrary.ru/cgi-bin/mb4x
https://www.rosmedlib.ru/
https://www.books-up.ru/ru/library/
https://e.lanbook.com/
http://znanium.com/
http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3e1-1191-414b-8763-e97828f9f7e1@sessionmgr102
http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3e1-1191-414b-8763-e97828f9f7e1@sessionmgr102
https://dlib.eastview.com/browse/udb/12
http://elibrary.ru/
https://id2.action-media.ru/Personal/Products
https://id2.action-media.ru/Personal/Products

3JIEKTPOHHBIN.

4. ®enepanbHasi rocyaapcrBeHHass mHpopmanuoHHasi cucreMa «HanuonaabHas
JIEKTPOHHAasi O0M0JIMOTEKa) : dIeKTpoHHAs OnbnmoTeka : caiit / ®I'BY PI'b. — Mocksa, [2022].
— URL: https://H36.pd. — Pexxum poctyna : 11 nmonap3oBaTenei HayyHoi 6uOnnoreku. — TeKcT :
3JIEKTPOHHBIN.

5. SMART Imagebase : Hayuno-undopmarronHas 6a3a ganasix EBSCO // EBSCOhost :
[mopran]. — URL.: https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2{t8¢c552a76d8229047223a7d6dc9c&custid=s6895741. — Pexxum pocTyma : ISl aBTOPHS3.
nosib3oBareseil. — M3o0pakeHue : 3JIeKTpOHHBIE.

6. ®enepanbubie ”HPOPMAITMOHHO-00Pa30BaTeIbHbIE MOPTAJIbI:

6.1. Eqnnoe okHO 1ocTyna kK o0pa3zoBaTeIbHBIM pecypcam : peaepanbHblil mopran . — URL:
http://window.edu.ru/ . — TekcT : 3nEeKTPOHHBIH.

6.2. Poccuiickoe oOpa3oBanue : denepanbubpiii mopran / yupeaureinb OI'AY «OULTO».
— URL: http://www.edu.ru. — TekcT : 21eKTpOHHBIIA.

7. O0pa3oBaTeabHbIe pecypebl Yal'y:

7.1. DnexrponHas 6ubnuoreynas cucrema Yiul'y : Mmoayns «OneKTpoHHas OMOIHoTeKa»
ABUC Mera-ITPO / OO0 «/lara Dxcnpecc». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JUIS TTOJIb30BaTesIel HayqYHOH OnbmuoTeku. — TeKCeT : 3JeKTPOHHBIN.

Cornacorano:
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https://ebsco.smartimagebase.com/?TOKEN=EBSCO-1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741#_blank
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Hpnnoxenne 3
0) lporpammuoe obecneuenne: MoitOduc Cranmaptaerii, AnpT Pabouas cranmms 8.
8) Ilpogheccuonanvrvle 6azvl OAHHBIX, UHDOPMAYUOHHO-CHPABOUHBLE CUCTIEMDL
1. D1eKTPOHHO-0HUOJIMOTEYHbIE CUCTEMBI:
1.1. Lludposoii oOpazoBatenbHblii pecypc [PRsmart : anexTpoHHO-0MOIMOTeUHast CUCTEMa : CaiT /
00O Komnanus «Aii [Iu Ap Meauay. - Capatos, [2023]. — URL: http://www.iprbookshop.ru. —
Pexxum mocTyna: Juisi 3aperucTpup. NoJb30BaTeNe. - TeKCT : 2JIEKTPOHHBIH.
1.2. O6pasoBatensHas miathopma FOPANT : 06pasoBaTeNbHbIil pecype, SeKTPOHHAs GHOIMOTEKa
caittr / OO0 Dnexrponnoe u3natenbetBo «IOPANTY. — Mocksa, [2023]. - URL: https://urait.ru. —
Pexxum goctyna: anist 3aperucTpup. Mojap30BaTene. - TEKCT : 3eKTPOHHBIMN.
1.3. baza nanubIx «OnekTpoHHas oudmmoTeka Texanaeckoro BY3a (OBC «KoucynbTaHT cTyneHTay)
: AIEKTPOHHO-OnOmMoTeuHas cucrema : caiit / OO0 «Ilomurexpecype». — Mocksa, [2023]. — URL:
https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum poctyna: s 3aperucTpup. MoJb30BaTeIICH. —
TekcT : 2JeKTPOHHBIN.
1.4. KoncynbTanT Bpaya. DIeKTpOHHAs MeAMLIMHCKas Onbanoreka : 6a3a naHubix : caidt / OO0
«BpIcmIas 1IKoJla OpraHU3alyy U yIPaBIeHUs 31paBooXpaHeHneM-KoMIIeKCHbIN MeUIUHCKHIA
KoHcanTUHT». — Mocksa, [2023]. — URL: https://www.rosmedlib.ru. — Pexxum goctyna: ajs
3apETUCTPUP. MOJTB30BATENEN. — TEKCT : IIEKTPOHHBIMN.
1.5. Bonpiras MmeaumuHCKast OMOIMOTEKA © AIEKTPOHHO-O0MOIIMoTeyHas cucreMa : caiit / OO0
«byxkamn». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctymna: s
3apETUCTPUP. MOJIb30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.6. OBC Jlansb : anekTpoHHO-O0MOIMoTeuHas cucreMa : caiit / OO0 DBC «Jlanby. — CaHKT-
[TerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexum noctyna: ajs 3aperucTpup.
nosib3oBaTeneil. — TeKCT : 3eKTPOHHBIM.
1.7. 9bC Znanium.com : 3JeKTpOHHO-01OIMOTeuHas cuctema : cailt / OO0 «3nannmym». - Mockaa,
[2023]. - URL: http://znanium.com . — Pexxum goctymna : i 3aperucTpup. nonb3opareneil. - Teker :
3JIEKTPOHHBIN,
2. Koncyasrantlliaroc [DnexkTpoHHBIN pecypc]: cipaBouHas npasosas cuctema. / OO0
«Koncynperant [Imoc» - DnextpoH. aad. - Mocksa : Koncynsrantlmroc, [2023].
3. ba3bl JaHHBIX NEPHOUYECKUX U3TAHMIA:
3.1. eLIBRARY.RU: nayunas snextponHas oudimoreka : caidt / OOO «Hay4nas DnexkTpoHHas
bubmmotekay. — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum gocTyma : 11s aBTopu3.
Moab30BaTeNeN. — TeKCT : 3IEKTPOHHBIN
3.2. Dnektponnas 6ubanoreka «M3mgarensckoro noma «I'pedennukoBy (Grebinnikon) : anekTpoHHAs
o6ubamnorexa / OO0 U] «I'pebennnkon». — Mocksa, [2023]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexwum moctyna : 1uist aBTOpuU3. MoJib30BaTeNne. — TeKcT :
SNIEKTPOHHBIN,
4. ®enepanabHasi rocyaapcTBeHHasi nHpopManuoHHnas cucrema «HanmonaabHasi 3J1eKTpOHHAsA
0uGamoTeKay : dIIeKTpoHHas oubnmoteka : caiit / ®I'BY PI'B. — Mocksa, [2023]. — URL:
https://H30.pd. — Pexxum gocTtyma : ajis mojab3oBaTesiell HayqIHoi OuOmmoTeku. — TekcCT :
3NIEKTPOHHBIN.
5. Poccwuiickoe oOpa3oBanue : ¢peaepanbubiii moptan / yupeaureiab PIAY «OUITO». — URL:
http://www.edu.ru. — TekcT : 3JEeKTPOHHBIH.
6. DaexTpoHHas Oubamoreynas cucrema Yal'y : mogyns «OnekrtpoHHas 6ubinorexka» ABUC
Mera-ITPO / OO0 «/lata Dxcnpeccy. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum noctynaasns
noJjb30Bareneil HayuHoi OubinoTeku. — TeKCT : 3eKTPOHHBIH.

/]
CornacoBaHo: / (W /|
__ Wuwxenep Beaymmii  / Hlypenxo [0.B. / AL A / 04.05.2023

\

Jlosmanoctns corpyanmka YHTT DHO uu,‘rﬂjm. Aara



MpunoxkeHue 4
6) NMporpammHoe o6ecneyenmne: MonOduc CtaHaapTHbLIN, AnbT Paboyasa ctaHuma 8.
8) [Ipogheccuonanvhvie bazvl OGHHBIX, UHDOPMAYUOHHO-CNPABOYHBLE CUCTHIEMbL

1. D1eKTPOHHO-0UOJINOTEYHbIE CHCTEMBbI:
1.1. Ludposoii o6pazoBaTenbHbIi pecypc IPRsmart : snekTponHo-0nbIMoTeUHAS cCHICTEMa

cair / OOO Kowmnanus «Ai Ilm Ap Mengua». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmjsi 3aperucTpup. mojib3oBarenieid. - TeKcCT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHbI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEIHCTBO FOPAMT. — Mocksa, [2024]. - URL:
https://urait.ru. — Pesxum goctymna: yist 3aperucTpup. mojab30Bareie. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (OBC «KoncynbTant
CTYJIEHTa») : JJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO Ilonutexpecypc. — MockBa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum noctymna: 1ist 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3IEeKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEIUIIMHCKAst OMOIMOTeKa : 6a3a TaHHBIX : CAWT /
OOO Beicmiasg MmKoia OpraHU3alMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KOoMIIEeKCHBIN
MEAWIMHCKUI KoHcanTuHr. — Mocksa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. Bonpmast MeauuuHCKas OMONIMOTEKA : NEKTPOHHO-OMOINOTEYHAs CUCTEMA : CalT /
00O bykan. — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocrymna:
JUISL 3aPETUCTPHUP. IOJIb30BaTeNIeh. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0ubIMoTeuHas cuctema : cait / OOO DBC Jlanp. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum noctyma: mjis 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEKTPOHHBIM.

1.7. O3BC Znanium.com : 3JeKTpPOHHO-OMOIMOTeUHas cucreMa : cait / OOO 3HaHuyM. -
Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngocTyma : Il 3aperucTpHp.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

2. KoncyastantIlinoc [DnekTpoHHBIN pecypc]: cipaBouHas mpaBoBas cuctema. / OO0
«Koncynprant ITnrocy - DnekTpon. naH. - Mocksa : Koncynsrantllnoc, [2024].

3. ba3bl nanHbIX nepuoanyveckux uzaanuii: eLIBRARY.RU: HayuyHast snexkTpoHHas
o6ubmuoteka : caiitr / OOO «Hayunas Dnexktponnas bubmuoreka». — Mocksa, [2024]. — URL:
http://elibrary.ru. — Pexxum qoctyrma : Juist aBTOpHU3. MOJIb30BaTeneid. — TeKCT : 3JIeKTPOHHBIN

4. ®enepanbHasi rocyaapcrBeHHass mHpopmanuoHHasi cucreMa «HanuonaabHas
JIEKTPOHHAasi 0M0JIMOTEKa) : dIeKTpoHHAs oubmmoTeka : caiit / ®I'BY PI'b. — Mocksa, [2024].
— URL: https://H36.pd. — Pexxum goctyna : s nmoiap3oBaresei HaydHoi O0MOanoTeku. — Tekcr :
3JIEKTPOHHBIMN.

5. Poccuiickoe o0pa3oBanue : ¢penepanbHbiil nopran / yupeaurenb GIAY «DULTO». —
URL: http://www.edu.ru. — TekcT : 37€KTPOHHBIMA.

6. DnexkTponHas OubdMoTeyHas cucrema Yal'V : Moaynb «OJeKTpOHHAS

ouommorexkay ABMC Mera-ITPO / OOO «Jlata Okcnpecc». — URL:
http://lib.ulsu.ru/MegaPro/Web. — Pexxum noctyna : s mosibp3oBareneil HayqHOW OMOIHMOTeKH. —
TeKCT : AIEKTPOHHBIN.

CoriiacoBaHo: %
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